SHRIMATI PRENEET KAUR: Sir, | would like to tell the hon. Member that these Cultural
Centres are doing very good work in promoting the Indian culture abroad. There are nat only dance
and mugic programmes, we have lectures, talks, seminars, conferences, etc., not only in the cities
where they are located but also in the other cities in the same country. There are regular screenings
of Indian films and we do have cultural froupes with the help of teachers and local students that stage
performances throughout the country 2o that we can take our very rich heritage and culture to all

parte of the countries where the Cultural Centres are existing.
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Cyber Espionags

*486.SHRI N.K. SINGH: Wil the Minister of COMMUNICATICNS AND INFORMATION
TECHNOLOGY be pleased to state:

(a) whether Government is aware that crucial data has possibly been lost to Chinese
hackers who attacked computers at the Minigtry of Defence, External Affairs and Mational Security

Council Secretariat and also of 2ome independent Defence aralysts;

(b if so, the facts thereof;
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(23 whether a top cyber security expert of the Miristry of IT was sent to Toranto to meet the

researchers who apparently proved that the computers had been hacked; and
(d) ifso, the facts thereof and steps taken to check such cyber espionage?

THE MINISTER OF STATE IN THE MINIETRY OF COMMUNICATION AND INFORMATION
TECHNOLOGY (SHRI SACHIN PILOT): (&) to (d) A Statement is laid on the Table of the Hause.

Statermnent

{(a) and (b) The Gaovernment is aware of a report titled " Shadows in the Cloud - Investigating
Cyber Espicnage 2.0" published by the group of researchers from the Munk schodl of Glokal Affairs,

University of Toronto, Canada.

An agency of the Government has been investigating such types of attacks by adversaries for
some fime. Attack aftempts were witnessed on selected information systems. An investigation had
alreacly been launched into the matter prior to the reports that appeared in the media. The agency is
working in cloge coordination with various agencies and service providers to identity reportedly
affected computer systems, their locations and thereafter sanitizing them. The investigation will

erable a comprehensive view on the subject to deal with the threats to be worked out.

(o) Minister of State for Communications and IT led a delegation to USA and Canada to
explore the possibllity of collaboration in the area of Information Technology including cyber security.
The delegation which included Director General, Indian Computer Emergency Respanse Team
(CERT-In) also visited university of Toronto and Munk School of Global Affairs and interacted with
the team of researchers in the said school. The Directar of the Research Group which brought aut
the report “Shadows In Cloud” was also part of the team of Munk School of Global Affairs that

interacted with the Indian delegation.
(d) The Government has taken several measures to detect cyber attacks/espionage.

1. As per existing computer security guidelines issued by Government, no sengitive

information is to be stared on the systems that are connected to Internet.

2. The Government has formulated Crisigs Management Plan for countering cyber attacks
and cyber terrorism. For implementation by &ll Ministries/ Departments of Central Government, State

Governments and their organizations and critical sectors.
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3 The arganizations operating critical information infrastructure have been advised to

implement information security management practices based on International Standard 130 27001,

4. Ministries and Departments have been advized to carry out their IT systems audit
regularly to ensure robustness of their systems. CERT-IN has already empanelled & number of

penetration testing professionals through a stringent mechanism of selection to carryout audits.

o National Informatics Centre (NIC) is continuously strengthening the security of the
netwaork operated by them and its services by enforcing security policies, conducting regular security
audits and deploying varicus technologies at different levels of the network to defend againgt the

newer techniques being adopted by the hackers from time to time.

&. The Information Technology Act, 2000 as amended by the Information Technology
(Amendment) Act, 2008 has been enforced on 27.10.2009. The Act provides legal framewark 1o
address the issues connected with hacking and security breaches of information technology

infrastructure.

Section 70 of the Act provides to declare any computer resaurce which directly or indirectly

affects the facility of Critical Information Infrastructure, to be a protected system.

Further, Section 70B has empowered Indian Computer Emergency Response Team 1o serve

gs national nodal agency in the area of cyber security.

7. The Indian Computer Emergency Response Team (CERT-IN) scars the Indian Cyber
Space to detect traces of any untoward incident that poses a threat to the cyber gpace. CERT-In
performs both proactive and reactive roles in computer security incidents prevention, identification of
solution to security problems, analyzing product vulnerabilities, malicious codes, web defacements,

open proxy servers and in carrying out relevant research and development.

Sectoral CERTs have been functioning in the areas of defence and Finance for catering critical
domainse. They are equipped to handle and respond to domain epecific threate emerging from the

cyber aystems.

CERT-In has published several Security Guidelines for safeguarding computer systems from
hacking and these have been widely circulated. Al Government Departments/ Ministries, thelr
subordinate offices and public sector undertakings have been advised to implement these guidelines

to secure their computer systems and information technaology infrastructure.
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CERT-In issues security alerte, advisories to prevent occurrence of cyber incidents and also

conducts security waorkshops and training programs on regular basis to enhance user awareness.

SHREI MK, BINGH: Sir, essertially, this is a compstitive race between the ingenuity of the
hackers and the guality of our regsponse mechanism. So, notwithstanding the measures listed aut in
Part (c) and Part (d) of the reply, which the han. Minister has furnished, | would like to know what
additional measures the Government contemplates because in gpite of all these measures, there has
been a breach. What additional measures does the Government contemplate to stay ahead of this

competitive race?

SHRI SACHIN PILOT: Sir, this question is of utmost importance. As the technological
aclvances are taking place, as the world gets more digitized, rules and engagements, especially, in
such areag are changing very rapidly. | would like to assure the hon. Member, through you, that the
Government is very alive and very much aware of these challenges that are coming ug in front of us.
The |.T. Act of 2000 was amended In 2008, and on 27th October of last year, the Amendment was
notified, as per which Section 70 provides that any arganization, whether private or Government, if it
is nctified as a protected system, then, any breach of that is liakle with a ten-year imprisonment and
is & non-bailable offence. Besides that, | would like to state far the reference of the hon. House that
the Government of India’s guideline ig that any critical ar any sensitive information is not to be put on
ary systems that are interfacing with the internet. So, all critical Government agencies, Government
of India Departments, have their own internal networks, and we are all updating our system, our
protective mechanism, our firewalls, 20 a8 to ensure that we are able to offer 8 secure cyber space,
not just for our citizens but aleo for our Government agencies. There are incidents of oyber crime,
identity theft and espiorage, and various attempts are always going on. But we are well aware and

actively working towards ensuring a secure cyber space in India.

SHRIN.K. SINGH: Sir, | will not push the first supplementary which | have put because in spite

of all the measures this breach has taken place. Let me come to my second supplementary.

In reply, a menticn has been made of the visit of the Minister of State to the United States and
to Carada. Iz the Minister sanguine that our practices meet the best international benchmarks in
respect of trying ta avert such cyber crimes and what is the quality of the enforcement of intermnational

conventions and international agresment to prevent the oocurrence of cyber crimes 7
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SHRI SACHIN PILOT: Sir, 1t i a fact that | had gone to the United States and to Canada and |
had met with people at the Murk Schodl of Global Affaire, Taronto, on which the hon. Member has
based hig guestion. | would like to tell the hon. Member, through you, Sir, that the Government was
well aware of this report before it became public. It was published in The New York Times and,
subsequently, in gections of media in India. We were aware of thig. We were already in contact with
the institution and, at all imes, we are taking protective measures to ensure that such crimes do not
happen. As & matter of fact, the authenticity and legitimacy of the claims made by such reports are
slill Lunder investigation. | would like to point aut that in Febiruary, 2010, there was an Inter-Minigterial
Group Task Force set Lp precisely for this, which involves 13 Government agencies. | canalso agsure
the House that India is not only an IT super power in export services, but we also have some of the
best practices that have emanated from our Government agencies and certain 24x7 response teams.
So, we are not only daing safeguarding but also proactively ensuring that the end-users are uging the

best practices to ensure that systems, whether private or public, remain safe and secure.

MR. CHAIRMAN: Shri Ravi Shankar Prasad. ... dnterruptions ). Al right. ... (Interruptions ...

All right. lam coming to other guestions. Please be patient. ... (Interruptions )... Please be patient.

SHRI BAVI SHANKAR PRASAD: Mr. Minister, | have a very simple question. | have seen yaur
reply. The question is, whether because of Chinege hackers, datas of National Security Adviser and
the Ministry of External Affairs have been lost. You have talked of an investigation; fine! But | would

like to know if the data has been lost or naot. That is the firet part of my guestion.

SHRI SACHIN PILGT: Siry the answer clearly states that the Government and all its various
agencies are checking the authenticity of the claime that have been made in the report that was
published in a section of the media as the matter is quite sensitive and under investigation. Until the

investigations are aver, it would not be proper an my part to reply to this question.

DR. T. SUBBARAMI| REDDY: Sir, the Government is aware that crucial data has possibly been
loet to Chinese hackers through their attack on the computers of Ministries of Defence and External
Affairs and the Secretariat of the National Security Adviser. | waould like to tell the hon. Minister that
hig reply is very vague. It doesn®t say clearly, under what circumstances did the Chinese hackers
launch their attack. What measures have you taken? What does the report say? You said that you

were aware of the report. Is that a fact ar not?
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SHRI SACHIN PILOT: 8ir, many countries including India face a continucus threat from
individuals and organizations which, through the cyber space, have the capacity of inflicting harm
digproportionate to their conventional strength. It iz a global challenge and India ig also facing these
challenges. | would like to state that the report that has been published in the newspapers makes
certain claims. Now, Sir, there are many individuals and entities which are making multiple claims. It
ig for us 1o ascertain whether these claims are authentic. Obvioushy, anybody who writes a report
would claim that the report is genuine. But it ig for ug to have an internal agsessment. Sometimes
some items and articles are marked ‘important’, ‘gecret’, etc. But we have to undergo the process
of ascertaining whether these facte and documents are gendine or not. We also have a crisig
management plan countering cyber attacks and cyber terrorism. We are continucusly having
workshops . We have been doing capacity enhancement and training of all pecple who interface with
the computer networks. As | said earlier, there is a guideline by the Government of India that all
sengsitive matters that are impartant security matters, etc. are not to be put on systems that are

interfacing with the Internet, in general.
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Ground watsr for drinking

*487.SHRI GOVINDRAC WAMANRAC ADIK: Wil the Minister of WATER RESOURCES be

pleased to state:
(a) whether ground water in more than a third of Indian districts is net fit for drinking;

() whether it is & fact that ground water ig one of the key supplies and dependence on

ground water has been increasing over the years; and
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