28 Orissa Deogarh 71 699 12
29 Orissa Gajapati 1512 1060 452
30 Orissa Malkangiri 979 502 477
31 Orissa Rayagada 2467 1592 875
32 Orissa Sambalpur 1238 1225 13
33 Uttar Pradesh Sonebhadra 1363 1363 0
TOTAL 39748 35326 4422

Increasing cases of cyber crimes

1778. SHRI NARENDRA KUMAR KASHYAP: Will the Minister of COMMUNICATIONS AND
INFORMATION TECHNOLOGY be pleased to state:

(a) whether there has been arise in the cyber crimes or frauds in the country;
(b) if s0, the details thereof during the last three years and the current year, State-wise; and

(C) the steps taken by Government to curb the increasing trend of cyber crimes in the

country ?

THE MINISTER OF STATE IN THE MINISTRY OF COMMUNICATIONS AND INFORMATION
TECHNOLOGY (SHRI GURUDAS KAMAT): (a) and (b) According to National Crime Records
Bureau (NGRB)/M/o Home Affairs (MHA) which compiles national crime data, a total of 217, 288
and 420 cases were registered under Information Technology Act during 2007-2009 thereby showing
increasing trend. A total of 339, 176 and 276 cases were registered under cyber crime related

sections of Indian Penal Code during 2007 -2009 thereby showing mixed trend.

State/Union Territories-wise details of cases registered under Information Technology Act and
cyber crime related sections of Indian Penal Code during 2007 - 2009 are given in the Statement-|

and Il, respectively (See below).

(C) 1. Government is following an integrated approach with a series of legal, technical and
administrative steps to ensure that necessary systems are in place to address the growing threat of

Cyber Crimes in the country. Salient details are given below:
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(i)  The Information Technology Act, 2000 amended by the Information Technology (Amendment)

Act, 2008 is a comprehensive Act and addresses all prevailing forms of cyber crimes.

(ii) Cyber crime cells have been set up by the State Police and Central Bureau of Investigations
(CBI). These cells investigate cyber crime cases and help respective police organisations in

implementation of Laws addressing cyber crime.

(i) Cyber Forensic Training Labs have been set up at CBI - Academy, Kerala Police Head
quarters, Guwahati and Agartala for investigation of cyber crimes as well as training of police
officials in the area of Seizure, analysis and presenting digital evidence in a court of Law. Such
centers are also being set up at other North-Eastern states, Kolkata, Bangalore, Mumbai and

Pune.

2. The Indian Computer Emergency Response Team (CERT-In) develops appropriate
Security Guidelines and other best practices for securing the Information Technology infrastructure.
CERT-In publishes security alerts and advisories to prevent occurrence of cyber incidents and also
conducts security workshops and training programs on regular basis to enhance user awareness for

safeguarding computer systems.
Statement-/

Details of cases registered and persons arrested under IT Act during 2007-2009

Sl.No. State/UTs Total
Cases Registered Persons Arrested
2007 2008 2009 2007 2008 2009

1 2 3 4 5 6 7 8
1 Andhra Pradesh 16 25 30 13 5 8
2 Arunachal Pradesh 0 0 1 0 0 1
3 Assam 0 1 2 0 0 0
4 Bihar 0 0 0 0 0 0
5 Chhattisgarh 5 1 4 4 1 7
6 Goa 3 6 8 0 2 3
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1 2 3 4 5 6 7 8
7 Gujarat 1 17 20 1 19 i
8 Haryana 0 0 0 0 0 0
Q Himachal Pradesh 0 6 6 0 3 5
10 Jammu & Kashmir 0 0 0 0 0 0
i Jharkhand 0 0 0 0 0 0
12 Karnataka 40 57 97 16 6 21
13 Kerala 38 65 64 15 32 47
14 Madhya Pradesh 6 Q 16 16 8 24
15 Maharashtra 49 37 53 46 58 78
16 Manipur 0 0 1 0 0 0
17 Meghalaya 0 0 0 0 0 0
18 Mizoram 0 0 0 0 0 0
19 Nagaland 0 0 0 0 0 0
20 Orissa 0 3 2 0 3 1
21 Punjab 14 " 28 14 i 17
22 Rajasthan 16 4 27 13 1 20
23 Sikkim 0 0 0 0 0 0
24 Tamil Nadu 10 21 18 8 6 i
25 Tripura 0 0 0 0 0 0
26 Uttar Pradesh 5 2 14 1 4 24
27 Uttarakhand 1 2 7 5 2 4
28 West Bengal 2 0 13 0 0 2
Total (States) 206 267 41 152 161 284
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Union Territories:?

29 A & N Islands 0 0 0 0 0 0
30 Chandigarh 1 8 4 1 9 2
31 D & N Haveli 0 0 0 0 0 0
32 Daman & Diu 0 0 0 0 0 0
33 Delhi 10 12 5 1 7 2
34 Lakshadweep 0 0 0 0 0 0
35 Puducherry 0 1 0 0 1 0
TotaL (UTs) 1 21 9 2 17 4
TOTAL (ALL INDIA) 21 288 420 154 178 288

Source: Crime in India

Statement-Il

Details of Cases Registered and Persons Arrested under Cyber
Crime related sections of IPC during 2007 -2009

Sl.No. State/UTs Total
Cases Registered Persons Arrested
2007 2008 2009 2007 2008 2009

1 2 3 4 5 6 7 8

1 Andhra Pradesh 53 78 8 83 105 4
2 Arunachal Pradesh 0 0 0 0 0 0
3 Assam 0 1 2 0 0 0
4 Bihar 0 0 0 0 0 0
5 Chhattisgarh 52 19 46 82 24 44
6 Goa I 0 4 0 0 1
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1 2 3 4 5 6 7 8
7 Guijarat 2 16 16 7 2 25
8 Haryana 1 0 0 1 0 0
Q Himachal Pradesh 0 0 0 0 0 0
10 Jammu & Kashmir 0 0 0 0 0 0
M Jharkhand 0 0 0 0 0 0
12 Karnataka 1 0 0 0 0 0
13 Kerala 0 2 7 0 0 0
14 Madhya Pradesh 158 2 1 166 0 2
15 Maharashtra 1 2 108 1 2 89
16 Manipur 0 0 0 0 0 0
17. Meghalaya 0 0 0 0 0 0
18 Mizoram 0 0 0 0 0 0
19 Nagaland 0 0 0 0 0 0
20 Orissa 2 12 M 0 15 12
21 Punjab 35 36 28 69 45 48
22 Rajasthan 0 0 1 0 0 2
23 Sikkim 0 0 0 6 0 0
24 Tamil Nadu 5 4 19 0 0 5
25 Tripura 0 0 0 0 0 0
26 Uttar Pradesh 0 0 3 0 0 7
27 Uttarakhand 0 0 0 0 0 0
28 West Bengal 2 2 10 0 1 21
TOTAL (STATES) 313 174 264 409 194 260
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Union Territories:?

29 A & N Islands i 1 0 16 0 0
30 Chandigarh 0 1 0 0 1 0
31 D & N Haveli 0 0 0 0 0 0
32 Daman & Diu 0 0 0 0 0 0
33 Delhi 15 0 12 4 0 3
34 Lakshadweep 0 0 0 0 0 0
35 Puducherry 0 0 0 0 0 0
TotaL (UTs) 26 2 12 20 1 3
TOTAL (ALL INDIA) 339 176 276 429 195 263

Source: Crime in India
Cyber attacks from other countries

1779. SHRI KUMAR DEEPAK DAS: Wil the Minister of COMMUNICATIONS AND
INFORMATION TECHNOLOGY be pleased to state:

(a) whether it is a fact that India is facing increasing cyber espionage cases from countries

including China;

(b) if so, the details of number of such cases registered by the relevant agencies in the

country;

(c) whether initiatives have been taken to combat the menace of cyber attacks and to build

cyber defence shield around the Ministries and security establishments;
(d) if so, the details thereof; and
(e) ifnot, the reasons therefore 7

THE MINISTER OF STATE IN THE MINISTRY OF COMMUNICATIONS AND INFORMATION
TECHNOLOGY (SHRI GURUDAS KAMAT): (a) and (b) There have been attempts from time to time

to penetrate cyber networks operating in Government. A large number of these attacks have been
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