92 Written Answers to [RAJYA SABHA] Unstarred Questions

Measures to protect security data from cyber spying

1728 PROF. ML.V. RAJEEV GOWDA: Will the Minister of DEFENCE be pleased

to state:

(a) the status of the cyber security command project to combat online espionage
threats; and

(by whether the Ministry 1s taking adequate measures to protect its data from
cyber spying, if so, the details thereof?

THE MINISTER OF DEFENCE (SHRI MANOHAR PARRIKAR) : (a) and (b)
Government has taken a number of steps to protect confidential information pertaining to
Defence Sector from Cyber-attack including setting up of Cyber Operation Centres for
threat management and mitigation as part of Framework for Enhancing Cyber Security
of Indian Cyberspace. To protect important and Confidential data from Cyber-attack, the
operational networks of the Armed Forces are air gapped from internet. Further, Defence
Services have established Cyber Emergency Response Teams (CERTs) to prevent and
react to cyber attacks. Safeguards have been mnstituted in the form of audits and physical
checks. Policies, guidelines and procedures are laid down and cyber security advisories

are issued from time to time.
De-Notifying of civil areas under cantonment boards

T1729. SHRI MAHENDRA SINGH MAHRA : Will the Minister of DEFENCE be
pleased to state :

(a) whether the Ministry will constitute a committee that could study the reasons
for yearning of the notified civil areas coming under the different cantonment boards
of the country to be included in the municipal corporations according to geographical

condition;
(by if so, by when the committee is likelv to be constituted;

(c) 1ifnot, the manner in which the problems of civilians living in the cantonment

boards will be disposed as per the needs of the modern age and the details thereof;, and

(dy whether any such committee had been constituted earlier, if so, the details
thereof?

THE MINISTER OF DEFENCE (SHRI MANOHAR PARRIKAR) : (a) to {c) There
1 no proposal at present to form any such committee. However, Cantonment Boards are

providing facilities and civic amenities such as sanitation, water supply, street lighting,

TOriginal notice of the question was received in Hindi.



