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the Government. It has been observed that the attackers use masquerading techniques

and hidden servers to hide the identity of actual system from which the attacks are being

launched.

(b)

Government of India has taken several steps to enhance the cyber security

posture of the country and improve the ability to resist cyber attacks. These include:

Government has formulated Crisis Management Plan for countering cyber
attacks and cyber terrorism for implementation by all Ministries/ Departments
of Central Government, State Governments and their organizations and critical
sectors.

The Indian Computer Emergency Response Team (CERT-In) issues alerts
and advisories regarding latest cyber threats and countermeasures on regular
basis. CERT-In has formulated guidelines for securing IT infrastructure. It
also conducts regular training programmes for the system administrators.

The National Critical Information Infrastructure Protection Centre (NCIIPC)
has been operationalised. The Centre provides regularly to Chief Information
Security Officers of Critical Information Infrastructure organizations, tailored
advisories on software/hardware vulnerabilities and alerts on cyber attacks.
In addition, policy, audit and compliance reports from Critical Information
Infrastructure organizations are analysed.

All Central Government Ministries/Departments and State/Union Territory
Governments have been advised to conduct security audit of entire Information
Technology infrastructure.

Cyber security mock drills are conducted regularly to enable assessment of
cyber security posture and preparedness of organizations in Government and
critical sectors.

Country’s support to join us led fight against terrorism

1297.SHRI RAMDAS ATHAWALE:

SHRIT. RATHINAVEL:

Will the Minister of EXTERNAL AFFAIRS be pleased to state:

(@

whether there has been a demand that India should support and join the US led

fight against the terror outfit, Islamic State and support the ongoing Afghan Taliban talks,
if so, the details thereof; and

(b) whether Government has taken any decision to join any country who intends
to take on the said terror outfit, if so, the details thereof?
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THE MINISTER OF STATE IN THE MINISTRY OF EXTERNAL AFFAIRS
(GEN. (RETD.) V. K. SINGH): (a) and (b) Both India and the US have resolved
at the highest level to further deepen bilateral cooperation to counter terrorism and
radicalism. During the visit of US President Barack Obama to India in January 2015, India
and the US committed to undertake efforts to make the India-US partnership a defining
counterterrorism relationship for the 2 1st Century by deepening collaboration to combat
the full spectrum of terrorist threats and keep their respective homelands and citizens safe
from attacks. India and the US reiterated their strong condemnation of terrorism in all its
forms and manifestations with “zero tolerance’ and reaffirmed their deep concern over the
continued threat posed by transnational terrorism like Al Qaida and the ISIL and called
for eliminating terrorist safe havens and infrastructure, disrupting terrorist networks and
their financing, and stopping cross-border movement of terrorists. India and the US also
reaffirmed the need for joint and concerted efforts to disrupt entities such as Lashkar-c-

Tayyiba, Jaish-e-Mohammad, D Company and the Haqqani Network.

At the first India-US Strategic and Commercial Ministerial Dialogue in Washington
DC on 22 September 2015, a Joint Declaration on Combating Terrorism was issued. India
and the US recognized the serious threat posed by ISIL/Da’esh to global security and
affirmed efforts to degrade and defeat this threat in accordance with the provisions of
United Nations Security Council Resolutions 2178, 2170, and 2199.

India supports talks between the Government of Afghanistan and the various
armed groups in Afghanistan within the framework of an Afghan-owned, Afghan-led and
Afghan-controlled reconciliation process which adheres to the red-lines agreed to by the

international community.
Killing of Tamils in Sri Lanka

+1298. SHRI RAMDAS ATHAWALE: Will the Minister of EXTERNAL AFFAIRS

be pleased to state:

(a) whether Government has taken any step to resolve the racial issues at the

ecarliest and maintain peace in Sri Lanka, if so, the details thereof;

(b) whether the incidents of killings of the Tamils have occurred in Sri Lanka;

and

(¢) if so, whether this matter has been taken up with the authorities of Sri Lanka

and if so, the outcome thereof?

TOriginal notice of the question was received in Hindi.



