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Data for Corporate Lending of Public Sector Banks (PSBs) as on 31.12.2016

® in crore)

Corporate Lending

Gross Gross NPAs Gross NPA
Advances Ratio (%)

Public Sector Banks (PSBs) 26,20,993 457247 1276

Source: RBI, December- 2016 (Provisional Data)

The names and details of borrowers are not disclosed as prescribed under section
45E of the Reserve Bank of India (RBI) Act, 1934 and Banking Laws, which provide for
the obligation of a bank or financial institution to maintain secrecy about the affairs

of its constituents.
Online frauds in banks

2139. SHRINARAYAN LAL PANCHARIYA:
SHRI SANJAY RAUT:
Will the Minister of FINANCE be pleased to state:

(a) whether Government has developed any mechanism to detect online frauds in

Banks before their reporting by customers;

(b) if so, the details thereof during each of the last three years and the current

year;

(c) whether the cases of frauds in Banks have increased during the said period,

if so, the details thereof, Bank-wise and the reasons therefor;

(d) whether any Bank employee have been found involved in such cases during

the said period; and

(¢) if so, the details thereof, Bank-wise along with the action taken by Government/

respective Banks against such employees?

THE MINISTER OF STATE IN THE MINISTRY OF FINANCE (SHRI SANTOSH
KUMAR GANGWAR): (a) to (¢) In terms of Reserve Bank of India (RBI) Circular no.
DBSCO/CSITE/BC. 11/33.01.001/2015-16 dated June 2, 2016 on Cyber Security Framework
in Banks, banks have been advised to report all unusual cyber security incidents to
RBI within 2 - 6 hours of detection.
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As on February 28, 2017 the details of the incidents reported by banks since

above mentioned circular are given as under:.—

S1. No. Type of Incidents Total no. of incidents reported
L. Ransomware 7
2. Distributed Denial of Service (DDos) 2
3. Phishing Attacks 6
4. Rogue Mobile Application 6
3. Card Skimming 3
6. Virus/Malware 13

The details of On line (Credit/Debit cards/ATM Cards/Internet banking) fraud
cases (amount involved >= ¥ 1.00 lakhs), including of staff involved, bank wise during

the last three years are given in Statement (See below).

Whenever a complaint against a bank official(s) is received and any irregularities
are found or observed on the part of Banks' official (s), the Banks initiate action as per
their extant rules and commensurate punishment is awarded to the delinquent employees

based on the seriousness of the wrongdoings as per Bank's disciplinary rules.

Further, RBI has issued the instructions, relating to staff involvement, to banks
as a part of the Master Directions of CFMC DBS.CO. CFMC.BC.No.1/23.04.001/
2016-17 dated July 01, 2016.



Statement

Details of Credit Card, ATM/ Debit Cards & Internet Banking fraud cases (amount involved >= 31.00 Lakh) reported from
April 01, 2013 to December 31, 2016 (T in Lakh)

2013-14(1) 2014-15(2) 2015-16 (3) June, Sept. & Dec.
Quarters 2016(4)

Bank Name No. Amo- No. No. Amo- No. No. Amo- No. No. Amo- No.

of unt of of unt of of unt of of unt of
Fra- invol- Cases Fra- invol- Cases Fra- invol-  Cases Fra- invol- Cases
uds ved whe- uds ved whe- uds ved whe- uds ved whe-
in rein in rein in rein in rein
Lakh staff is Lakh staff is Lakh  staff is La- staff is
1nvo- 1nvo- 1nvo- kh invo-
Ived Ived Ived Ived

1 2 3 4 5 6 7 8 9 10 11 12 13
Allahabad Bank 1 3.14 1 0 0 0 0 0 0 0 0 0
American Express 218 212199 0 166 99068 0 154 575.86 1 122 44767 1
Banking Corp.

Andhra Bank 0 0 0 1 1.79 1 0 0 0 1 5.36 0
Axis Bank Ltd. 4 2288 0 46 153.34 1 86 603.63 0 54 362.25 0
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Bank of Baroda

Bank of India

Bank of Maharashtra
Bharatiya Mahila Bank Ltd.
Canara Bank

Central Bank of India
Citibank N.A.
Corporation Bank

Dena Bank

Deutsche Bank (Asia)
Dhanlaxmi Bank Limited
Federal Bank Ltd.
Firstrand Bank

HDFC Bank Ltd.
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1 2 3 5 6 8 9 10 11 12 13

Hongkong & Shanghai 79 483.66 32 95.52 35 81.03 0 25 5422 0
Banking Corporation Ltd.

ICICI Bank Ltd. 267 1169 08 222 470.15 340 92151 4 228 678406 2
IDBI Bank Limited 2 438 3 1722 2 7773 0 24 373 0
Indian Bank 0 0 6 5062 3 6.96 0 21 95.11 0
Indian Overseas Bank 0 0 1 202 0 0 0 0 0 0
Induslnd Bank Ltd. 9 5504 3 1572 4 47.08 0 2 306 0
ING Vysya Bank Ltd. 1 17 0 0 0 0 0 0 0 c
Jammu & Kashmir Bank Ltd. 1 15£7 1 2807 0 0 0 0 0 0
Karnataka Bank Ltd. 5 198 3 10.18 0 0 0 0 0 0
Karur Vysya Bank Ltd. 0 0 0 0 0 0 0 2 13.26 0
Korea Exchange Bank 0 0 0 0 0 0 0 1 128 0
Kotak Mahindra Bank Ltd. 24 191.56 16 3798 42 41656 2 % 11812 0
Lakshmi Vilas Bank Ltd. 0 0 0 0 1 24 0 1 1.06 0
Oriental Bank of Commerce 0 0 0 0 5 934 0 0 0 0
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Punjab National Bank 11 94.23 0 0 0 0 3 10.16 0 1 6.13
RBL Bank Ltd. 1 775 0 11 51.65 0 6 39.74 0 7 1738
Shinhan Bank 0 0 0 0 0 0 1 146 0 0 0
South Indian Bank Ltd. 0 0 0 1 2 0 0 0 0 1 401
Standard Chartered Bank 77 174.16 3 60 17218 0 122 26988 2 238 46048
State Bank of India 1 1.03 0 2 8241 0 5 20.13 0 6 2979
State Bank of Travancore 0 0 0 1 1.34 0 0 0 0 2 9.16
Syndicate Bank 0 0 0 0 0 0 9 34.85 0 0 0
Tamilnad Mercantile Bank Ltd. 1 143 0 1 19.5 0 1 295 0 0 0
The Royal Bank of Scotland N.V.9 3602 0 2 1948 0 6 10.04 0 1 1
UCO Bank 0 0 0 0 0 0 0 0 0 1 3
Union Bank of India 2 1828 0 4 24928 0 6 29.68 0 2 16.62
Vijaya Bank 0 0 0 2 4047 1 0 0 0 5 44.45
Yes Bank Ltd 1 1.75 0 3 7.06 2 0 0 0 0 0

O SUdNSUY UITIAY

[L10T qoreN 17]

SUOHSING) paLivIsuy)

Granp TotaL 978  5451.77 1 345 5169 7 1190  4019.12 1 1082 3519.56

IL1



