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The progress achieved in elimination of UMLCs on BG in last few years are

as under:—
2013-14 2014-15 2015-16 2016-17 2017-18  2018-19
(upto
Dec., 18)
No. of UMLCs 1102 1148 1253 1503 1565 3451
eliminated

In next few weeks, Indian Railways will be free from UMLCs on BG.
*249. [The questioner was absent.]
Hacking of data

*249. SHRI RIPUN BORA: Will the Minister of ELECTRONICS AND
INFORMATION TECHNOLOGY be pleased to state:

(a) whether hacking of data and illegal money transfers have grown in the last

three years in the country;

(b) if so, the breach of data and money siphoned off from different banks
through stolen data reported since 2014; and

(c) the initiatives taken by Government for ensuring high security system thereof?

THE MINISTER OF ELECTRONICS AND INFORMATION TECHNOLOGY
(SHRI RAVI SHANKAR PRASAD): (a) to (c) A Statement is laid on the Table
of the House.

Statement

(a) and (b) As per information provided by Reserve Bank of India (RBI), a
total of 1191, 1372, 2059 and 921 cases of frauds involving ATM/Debit Cards,
Credit Cards and Internet Banking Frauds (amount involved ¥ 1 lakh and above)
were reported during the years 2015-16, 2016-17, 2017-18 and 2018-19 (Upto 30
Sept., 2018) respectively. The amount involved for frauds of ¥ 1 lakh and above
during the years 2015-16, 2016-17, 2017-18 and 2018-19 (Upto 30 Sept., 2018) are
% 40.2 crore, ¥ 42.29 crore, ¥ 109.56 crore and X 40.34 crore respectively.

(¢) In tune with the dynamic nature of Information Technology and emerging
cyber threats, continuous efforts are required to be made by owners and users to

protect networks and data by way of deploying appropriate security controls.

Government has taken several measures to enhance the cyber security of digital

payment systems. These, inter alia, include:—
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(@)

(i)

(iii)

(iv)

™)

(vi)

(vii)

The Indian Computer Emergency Response Team (CERT-In) issues alerts
and advisories regarding latest cyber threats and countermeasures on regular
basis to ensure safe usage of digital technologies. Regarding securing digital

payments, 28 advisories have been issued for users and institutions.

All authorised entities/banks issuing Prepaid Payment Instruments (PPIs)
in the country have been advised by CERT-In through Reserve Bank of
India to carry out special audit by empanelled auditors of CERT-In and
to take steps to comply with the findings of the audit report and ensure

implementation of security best practices.

Government has issued guidelines for Chief Information Security Officers
(CISOs) regarding their key roles and responsibilities for securing applications

/ infrastructure and compliance.

Government has empanelled 76 security auditing organisations to support

and audit implementation of Information Security Best Practices.

All organizations providing digital services have been mandated to report

cyber security incidents to CERT-In expeditiously.

Government has formulated Crisis Management Plan for countering cyber
attacks and cyber terrorism for implementation by all Ministries/ Departments
of Central Government, State Governments and their organizations and

critical sectors.

Cyber security mock drills and exercises are being conducted regularly to
enable assessment of cyber security posture and preparedness of organizations
in Government and critical sectors. 38 such exercises have so far been
conducted by CERT-In where organisations from different sectors such as
Finance, Defence, Power, Telecom, Transport, Energy, Space, IT/ITeS etc
participated. 3 exercises were conducted in coordination with Reserve bank
of India in November 2018 for senior management and Chief Information
Security Officers (CISOs) of banks.

(viii)) CERT-In conducts regular training programmes for network/system

(ix)

administrators and Chief Information Security Officers (CISOs) of Government
and critical sector organisations regarding securing the IT infrastructure and
mitigating cyber attacks. 22 trainings covering 746 participants have been

conducted in the year 2018 (till November).

Government has launched the Cyber Swachhta Kendra (Botnet Cleaning and
Malware Analysis Centre). The centre is providing detection of malicious

programs and free tools to remove the same.
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(x) Government has set up National Cyber Coordination Centre (NCCC) to
generate necessary situational awareness of existing and potential cyber
security threats and enable timely information sharing for proactive,
preventive and protective actions by individual entities. Phase-I of NCCC

has been made operational.

SHRI P. BHATTACHARYA: Sir, the hon. Minister’s reply says, “State-wise data
of accidents are not being maintained. However, there is decreasing trend of accidents

at UMLCs in past years, the details of which are as under.”

Sir, I do not understand that if cases of accidents are not maintained properly—
State-wise — how can you collect data and who has given you this data? I want to

know whether data given by the hon. Minister is correct.

SHRI PIYUSH GOYAL: Sir, as the hon. Member must be aware that the Indian
Railways work through Zones. We have 17 Zones in the country. Several Zones
have overlapping jurisdiction over different States. And, therefore, data is compiled

Zone-wise, not State-wise.

SHRI P. BHATTACHARYA: But, Sir, the hon. Minster has not given State-wise

data of accident. My question is relating to State-wise data.

SHRI PIYUSH GOYAL: Sir, I said that we do not maintain data State-wise.

We have data only Zone-wise.

SHRI P. BHATTACHARYA: Sir, my supplementary question is: Do you have

any plan to construct Rail Over Bridges at all level-crossings?

SHRI PIYUSH GOYAL: Sir, as the hon. Member must be aware and I have
been publicising it quite a lot, we have eliminated almost all unmanned level-crossings
in the country which is evident from the information given about the decreasing
trend of accidents. As against about 50 accidents five years ago, we are down to
3 accidents in the last nine months ie., up to December. We are eliminating them
by three methods. One is, we put up a man at unmanned level crossing. In some
cases, there is a travelling gateman if there is not much traffic on that line. And,
another method is through Road Under Bridge (RUB) and Road Over Bridge (ROB).
This depends upon the technical feasibility of each area. We see where the decision
on RUB, ROB and manning is taken in consultation with the State Government
depending upon the availability of land for RUB and ROB.

SHRI P. BHATTACHARYA: Sir, my question is very specific. There is no reply

from the hon. Minister. ...(Interruptions)...
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MR. CHAIRMAN: If the Member is not satisfied, he has other ways to get

information.
SHRI PIYUSH GOYAL: Sir, I have every information that the hon. Member wants.

3t AR aRT: A AERT geed, § A 3 S g S AT
T 5 O dieler T TRl @ W o 9% fha ® SR SR W aeA @
fa—m # foram1 97 MY AU S TEHRI &1 8, IAh JJAR, a¥ 2018-19 H A4
HIBIEGR arel 3,451 AHIR WATG Y 7Y &1 S (YR SHSRT 70 T8 off, a8
SEGRI T <4 gY M el © 6 AR, 2018-19 # U ot 9 @A g8 &l §
AR W S g argar € & Siet gean g1 €, g'f ol @ Yo v &
&RT J3ATISTT <1 &1 a1 Ugel a3 gs o) 3R PR Jarrasy el e 8, a1 a8 N
el HEl SIQ, fhdd I SQ? Jairas a1 Iad! A g @12yl

it lﬂ'{q MR q9TIfT W, S8 dd I8 U © fb unmanned level crossings
e Tt €, @ § garT aredr g f6 onel & T ada # R <% § ua qfeH G
Tl—sc' %\* fr <ret Q%ﬁ 1,000-1,200 unmanned level crossings manned, ROB AT RUB )
convert fY ST &1, 981 8 a9 2017-18 H 1,565 3R a4 2018-19 H feww R T& 3,451
unmanned level crossings convert &Y g &l ﬂ?{ ST Bl STFBRI &l 8T el &l
B! & fp Ugell IRIG BT T 27 unmanned level crossings Qﬁ Xg U 95[, ST CRS
approval ® %I'Q & 9 < (FIY™)...

MR. CHAIRMAN: It is not for your satisfaction.

sit ‘ﬂ?{q TMIS: Yo unmanned level crossing VAT T, ST Chl'lﬂhl FILRAT & BRI
g T8 8 ...(Interruptions)...

MR. CHAIRMAN: What about compensation? ...(Interruptions)...

%ﬂ ‘ﬂ'!{q M TUdh %3[ T unmanned level crossing Trﬁ ot TS STUI@? % DN

&l 81 Wdh1l So, we would be able to eliminate almost all unmanned level crossing

on the broad gauge in the country. ...(Interruptions)...
MR. CHAIRMAN: Silence, please. You are all senior Members. ...(Interruptions)...

#t dRw MIe: &l 9% HHAAYE B Fad §, S8l W) ¥ad B FHERT gk
2, g8l R PIYTAL/FIATTS &7 ST 81 9] cases H Yed Yb BT & ATAR
YT /T ST 81 3FR IS Yol Yex] R AT § aF a8 HT™eR Yod & 8] sial
g b SHUTR ®1 aArast A1 T $8 AN HIE H O & 3R B 31 @1 o o
BT 8, SUPI I Xeld BRall B

HET TRFRITESH gfedan: W), § UG A1 F A HA Sl I I8 A1 Al
gl WR1 I8 U g4 |iwel & foau € 6 aaq|m | digal 31 X qa1 7 .L.(Fawm ).
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MR. CHAIRMAN: No; no. This question is about unmanned level crossings.

You are talking about something else.

HEd IS gfedn: W), § Wi9el ¢ oW # yd wiwel ¢ ded # ol

MR. CHAIRMAN: No; no, it is not relevant. 39 3fcl? I 3 o 9 e
Fat HIfTg

Now, next Question.

MR. CHAIRMAN: Question No. 249. Shri Ripun Bora — hon. Member not

present. Okay, supplementaries.

DR. AMEE YAJNIK: With the permission of the Chair, I would like to ask the
hon. Minister whether there is any data in public domain about the hacking of all
these data or whether any study has been carried out by the Government so that the
individual citizens can know what data has been hacked. Secondly, can any citizen,
a common man, go to any particular system where his grievance can be redressed?
You have mentioned about the national level system and the other systems, but there
is no answer -- if a common man, for example, an academician, loses data by way

of some hacker’s action -- whether there is any way out, rather than going to police.

SHRI RAVI SHANKAR PRASAD: Hon. Chairman, Sir, as far as this Question
is concerned, it is substantially about financial transactions and the hacking of the
data connected therewith. The RBI, in coordination with the banks concerned, makes
those data available of the transactions involving rupees one lakh and above. And,
in paragraph (a) and (b), I have specifically given all the numbers for the last
four years. We are also working with the RBI to ensure that even the transactions

involving rupees one lakh and below should also be looked into.

But, hon. Chairman, Sir, I want to convey to this House with some degree of
assurance that in comparison to the number of transactions, the number of fraud or
data manipulation in 2015-16 was 0.0000337 per cent; in 2016-17, it was 0.0000240
per cent; and, in 2017-18, it was 0.0000281 per cent. Therefore, it is miniscule in

comparison to the nature of transactions. But, yes, we have to be alive.

As regards the question of hon. Member, as to where an ordinary person should
go, there is a robust mechanism. There is a proper provision in the IT Act. There

are IT cells available in all the ...(Interruptions)...

ot wumafa: sf ey R .. (aumE)...
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3l g9 Tas: W), W

it umafar: 3 'Y IS 7, AW Ale fhar BRI AgH! AT 8, |9 urfedl &i
AT B ..(FAH).... AT BReIC PIY| G BINIY BIRTY, § IFp! HAIRF=TA

3t e Raeer: 99y "y, § w3 A8y ¥ S @ g e o Red
IR Bl 2, S 9gd W g8 €, 0.0001 TR¥E AT S o 7, Afhd S gledd AR
1 8! 7, I, dicaVd, Hagd iR fgey ) R oI FiFer 78 21 9t ARl
$ g & Fs Y G UEl Bl AT ufegd H 931 g5 HHMT ST Shgl R gDl
g, U8 TIAHESYAIE Bl Uh Usd ol I WRd ARPR 59 W A U8l el PR
g a1 g8 gR foy 9gd € a1 Rig 8Fm O ST a1 et ot oft, ' T
FHS UTY| IS [T W 3¢ SReAT HH Bl RS ... (L) ...

ot Jumafa: weeT wivl

3t e Rieen: § S Ared § 6 RA WReR 7 39 R R UEd Bl 8, 39
R fHg TRE ! 9% & & T 3R P9 IRE d TIR vaqucH &1 o 8 I 872

st |urafe: 9= S

2t A wipx wrE: A gl Sft, § @ dewl & TR g b SR
F g e 6 oSt w1 WRd B W F9 AETSydre & W T8 g § Ig
WY Pl daredl g1 H sl garar § 6 O 8 Bagd & ar d Rierad ans off,
9 JRG SUP IR H W PRAs B oA AR I ATH AN IR ST Wi v
WIH—S’GﬁCambridge Analytica %,ﬁﬁm@w@—sﬁsﬁiﬁenquiry PI, S
IBM TeTe Bl AR § $9 GG Bl MYGR BT A8l § b bl fhail 9t g
ﬁ,%@ﬁﬁﬁ%@ﬁaﬁmanipulmemﬂﬁﬁﬁmaﬁw,ﬁwwm
B QIR W W % hdrg Bt 31l Whatsapp & RIaT® 19 Iynching &1 fasa
AT AT, §H LA DI Al S8l B8l 5 A SAET recirculate T8l BN

ORI, STHT AT € 3R 9gd Wl Farel 81 &H NN 7 data protection law @1
finalise TpaT &1 8 STog B SUBT Te= § TG 3R SUH MY ST 3MIHIT &, IHDI
FRTBRU1 BT, <ifhsT Ui Sff, U a1 § ded Bl 9gd fa=5alr 4 Hear gl
6 MRT B LT dThd, IRA B [$ca drdpd et giam § gt e &= 2l

MR. CHAIRMAN: Please.

ot A vipx gaIE: THRIN SR WA AR FHSH BT S & 3R STeal & 89
intermediary guidelines @1 I finalise ®X I &, FTIH 39 T8 & R Seoig 8,
T 396 RgaTw I HRars BRI

MR. CHAIRMAN: Thank you. Shri Husain Dalwai.

2t g9 qorEs: W), § I§ Yol aredl § fb -1 A hack ...(EEM)...
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st QUTIRY: @IST| I8 AT 8T X&T 872 3MMYB! JSHR AT & R IR-IR T 872
B U I & IR H IRYT B O], 39 a8 A &9 Hd 3 ¢ uIud? il

ﬁ@?ﬂﬂﬂg:ﬁﬁt\[ﬁﬂiﬁoomplaintﬁ@ﬂ?ﬂiﬁwwﬁmﬁ@ﬁ?{
gar f& S AeoiRaT o o, S99 F 9 1 gbs F MY €, dfdeT sHd div
T 9gd 1 g1l 31 TS TSRl 1 I8 FEl 6 oy whdl €, swfoy 3 A uas
U, otherwise WWW?@T@W%I

£ |UR: AHT Farel Yoyl

3§ Tas: W), Yo o g9 I8 qardn & T well equipped ATSSIRES
AT hack ®R aTel &, IA1 BART Yo IFAUM ST e 81 379 Jo Ia18Q b IRDPR
Wiﬁmaﬁﬁeduoateiﬂﬁ%mwm?

it Y viR TNE: WR, IR-IR REIRE o wad €, a1fe 3 9w Rk
AT B) UoidY H 34| S forw g9 27 Ui g €1 89 @ 9 Botnet Tl
g g7 € 3R I B Wl ART BRATS B ol 3 WIS AMTP HF BT Sl HTHAT
2, IS 3T o1 Fargd, a1 H Tl & aR H SHHRI UK H&, offdb b a1 H
del arg T b § sha! AifeRAT SRar g1 <2 W A 3N Yferd B ATga” Ael 3Tl
Jffeadadielt & qrace 9gd |fha 81 T 7 SR ¢ 9 & T, 39 iR & &
B SR 8, § PIRRT BT § P judges B 1 71 81 {6 S5 U QA B
AU, 9 9 I9H1 fhg UeR I fSFud 3 B

g Bl Wie

*250. STHell BRIT g9t RIT SYHRHT AW, W iR Aroi+e faaver §= I8
FAM BT HUT BT b

(F) 39 aV g B BIA AT b I8 BRI GATAT gRT (Bl F =LA
AT e TR IG-aR fpa1-fpd=n a9 @_i|r T 8

(@) &I IE g4l M & fo DIg 3eqa w1 7 6 e IR-SRaR)
IHERT BT fFa-fre e W) a9 99 W

@M fHam fFa-fFT RO 9 g9 @ 59 IR-TRERI SHERI B 997 &
forg areg B 5 SR

(8) a9 aul § oSl 3 aRE T, [Faml 9 I5g-aR fhaar-feaar g
GieT T 87

SUHIRBT M, @ IR 9deife faavor @3t (s 3@ faems aram): (@) 9
(&) faa=or 991 yed W @ e T




