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DR. HARSH VARDHAN: Yes, Sir.

MR. CHAIRMAN: Now, Question No. 238. Dr. Sasikala Pushpa Ramaswamy.

ATM frauds by card cloning

*238. DR. SASIKALA PUSHPA RAMASWAMY: Will the Minister of FINANCE

be pleased to state:

(a) whether Government is aware of the fact that offences of ATM frauds

by card cloning have increased over the years, if so, the details thereof; and

(b) whether Government has taken any steps to augment the safety and

security at ATMs and if so, the details thereof?

THE MINISTER OF STATE IN THE MINISTRY OF FINANCE (SHRI ANURAG

SINGH THAKUR): (a) and (b) A Statement is laid on the Table of the House.

Statement

(a) As apprised by Reserve Bank of India (RBI), the details of all types of

frauds reported in the category "Card/Internet-ATM and Debit cards/Credit cards/

Internet banking" reported since 2017-18 are as below:–

Year Number of Frauds Amount of Frauds (` in crore)

2017-18 34791 168.99

2018-19 52304 149.42

As it is observed from the table, while the number of frauds reported between

2017-18 and 2018-19 has increased, the amount involved in the frauds has declined

during the same period. As apprised by RBI, disaggregated data on ATM frauds

through cloning of cards is not maintained by them.

(b) RBI has advised banks to, inter alia, take the following steps to augment

the safety and security at ATMs:–

(i) RBI, vide its circular on 'Control measures for ATMs – Timelines

for compliance' dated 21.6.2018 have advised banks to implement

various controls within a time bound manner, including

implementation of anti skimming, whitelisting solution, up-gradation

of software and to closely monitor the compliance.
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The Government has also instructed the banks to comply with the

timelines prescribed by the RBI for upgradation of software for

ATMs and to monitor the progress.

(ii) To ensure all active cards issued by them are EMV Chip and Pin-

based.

(iii)  To provide customers with 24x7 access through multiple channels

(at a minimum via website, phone banking, SMS, e-mail, IVR, a

dedicated toll-free helpline, reporting to home branch, etc.) for

reporting unauthorised transactions that have taken place and/or loss

or theft of payment instrument, such as, card, etc.

(iv) Vide RBI's Master Circular on 'Frauds-Classification and Reporting',

dated 1.7.2015, concerned banks are advised to examine the fraud

cases and report them to law enforcement agencies, examine staff

accountability, complete proceedings against the erring staff

expeditiously, take steps to recover the amount involved in the

fraud, claim insurance wherever applicable and streamline the system

as also the procedures so that frauds do not recur.

(v) As per RBI's circular on 'Customer Protection – Limiting Liability of

Customers in Unauthorised Electronic Banking Transactions' dated

6.7.2017, in case of unauthorised transactions occurring due to

contributory fraud/negligence/deficiency on the part of the bank and

due to third party breach with customer notifying such unauthorized

transaction to the bank within three working days of receiving

communication from the bank, he/she is entitled to zero liability.

Further, on being notified by the customer, the bank has to credit

(shadow reversal) the amount involved in the unauthorised electronic

transaction to the customer's account within 10 working days from

the date of such notification by the customer (without waiting for

settlement of insurance claim, if any).

(vi) RBI is also running the awareness campaign under the banner of

'RBI Kehta Hai' on safe digital banking which inter alia include:–
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• Not to share password/PIN/OTP received through SMS.

• Act swiftly on alerts received on transactions, which customer have not

initiated or not authorized.

• Practicing safe mobile banking, such as awareness on benefits of

registering mobile number with bank for instant alerts.

• Not storing important banking data in mobile.

• Use only verified, secure and trusted website.

• Avoid banking transactions on free networks,

• Change PIN regularly.

• Blocking ATM card, Credit Card and prepaid card immediately if it is lost

or stolen.

DR. SASIKALA PUSHPA RAMASWAMY: Sir, nowadays, every common man

has started using ATM cards like Visa Card, Master Card and many things. Thanks

to the hon. Prime Minister for making 'Digital economy'.

Sir, many ATM frauds are occurring like ATM cloning, ATM phishing and all

that. Ordinary customers are helpless and clueless also. My question is, whether

the Government has taken any steps towards formalisation of a dedicated 24x7 toll-

free helpline for the customers as recommended by Department-related Parliamentary

Standing Committee's 56th and 69th Reports?

SHRI ANURAG SINGH THAKUR: Sir, not only this but the Financial Literacy

Programmes are also run by the Government throughout the country and thousands

of crores of rupees have been spent on creating awareness. As far as frauds are

concerned and the helpline is concerned, even if the fraud which is reported within

three days' time, the customer doesn't have to lose even a single penny. That is

being reimbursed by the bank. Even if that is late after three days, then certain

amount has to be paid by the bank. Sir, every bank has their helpline number.

DR. SASIKALA PUSHPA RAMASWAMY: Sir, what are the legal provisions

available to the customers to pinpoint consequential liability; some says it is banks'

fraud, some says it is financial institution or any other entity connected with the

transaction, so that the customer is not put to hardship?
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SHRI ANURAG SINGH THAKUR: Sir, as I said earlier, if reported within three

days, there is zero liability, and, after three days, it is limited liability to the customer.

*239 [¯ÖÏ¿®ÖÛú¢ÖÖÔ †®Öã̄ Ö×Ã£ÖŸÖ £Öê]

ÃÖß‹ÃÖ†Ö ü̧ ×®Ö×¬Ö ÃÖÓ²ÖÓ¬Öß ×¤ü¿ÖÖ×®Ö¤êüÔ¿ÖÖêÓ ÛúÖ †®Öã̄ ÖÖ»Ö®Ö

*239. ›üÖ. ÃÖŸμÖ®ÖÖ ü̧ÖμÖÞÖ •Ö×™üμÖÖ: ŒμÖÖ ÛúÖ ǖ̧ ÖÖȩ̂ êü™ü ÛúÖμÖÔ ´ÖÓ¡Öß μÖÆü ²ÖŸÖÖ®Öê Ûúß Ûéú¯ÖÖ Ûú ȩ̂üÓÝÖê ×Ûú:

(Ûú) ÛúÖ¸ü¯ÖÖȩ̂ êü™ü, ÃÖÖ´ÖÖ×•ÖÛú ˆ¢Ö¸ü¤üÖ×μÖŸ¾Ö (ÃÖß‹ÃÖ†Ö¸ü), ÃÖß‹ÃÖ†Ö¸ü ×®Ö×¬Ö Ûêú †Ö¾ÖÓ™ü®Ö, ¾μÖμÖ
Ûêú ×®Ö×¤üÔÂ™ü ¤üÖμÖ ȩ̂ü ŸÖ£ÖÖ ÃÖ´ÖμÖ-ÃÖ´ÖμÖ ¯Ö¸ü ÃÖ¸üÛúÖ¸üß μÖÖê•Ö®ÖÖ†ÖêÓ ´ÖêÓ ×Ûú‹ •ÖÖ®Öê ¾ÖÖ»Öê †Ó¿Ö¤üÖ®Ö Ûêú
ÃÖÓ²ÖÓ¬Ö ´ÖêÓ ²Ö®ÖÖ‹ ÝÖ‹ ×¤ü¿ÖÖ×®Ö¤êüÔ¿Ö ŒμÖÖ ÆüîÓ; †Öî̧ ü

(ÜÖ) ‡®ÖÛêú †®Öã̄ ÖÖ»Ö®Ö ÛúÖ ²μÖÖî̧ üÖ ŒμÖÖ Æüî?

ÛúÖ¸ü¯ÖÖȩ̂ êü™ü ÛúÖμÖÔ ´ÖÓ¡ÖÖ»ÖμÖ ´Öë ¸üÖ•μÖ ´ÖÓ¡Öß (ÁÖß †®Öã̧ üÖÝÖ ØÃÖÆü šüÖÛãú¸ü): (Ûú) †Öî̧ ü (ÜÖ) ×¾Ö¾Ö¸üÞÖ
ÃÖ³ÖÖ ¯Ö™ü»Ö ¯Ö¸ü ¸üÜÖÖ ÝÖμÖÖ Æüî…

×¾Ö¾Ö¸üÞÖ

(Ûú) †Öî̧ ü (ÜÖ) ÛúÖ¸ü¯ÖÖȩ̂ êü™ü ÃÖÖ´ÖÖ×•ÖÛú ¤üÖ×μÖŸ¾Ö (ÃÖß‹ÃÖ†Ö¸ü) Ûêú ÃÖÓ²ÖÓ¬Ö ´ÖêÓ ¯ÖÎ“ÖÖ»Ö®Ö œüÖÓ“ÖÖ
ÛúÓ̄ Ö®Öß (ÛúÖ¸ü¯ÖÖȩ̂ êü™ü ÃÖÖ´ÖÖ×•ÖÛú ¤üÖ×μÖŸ¾Ö ®Öß×ŸÖ) ×®ÖμÖ´Ö, 2014 ´ÖêÓ ×®Ö×ÆüŸÖ Æüî, •ÖÖê †®μÖ ²ÖÖŸÖÖêÓ Ûêú
ÃÖÖ£Ö-ÃÖÖ£Ö ÃÖß‹ÃÖ†Ö¸ü ÃÖ×´Ö×ŸÖ, ÃÖß‹ÃÖ†Ö¸ü ¾μÖμÖ, ÃÖß‹ÃÖ†Ö¸ü ×¸ü¯ÖÖê×™üÓÔÝÖ †Öî̧ ü ÃÖß‹ÃÖ†Ö¸ü Ûêú ×»Ö‹
ÛúÖμÖÖÔ®¾ÖμÖ®Ö †×³ÖÛú ü̧ÞÖÖêÓ ÛúÖê Ûú¾Ö ü̧ Ûú ü̧ŸÖÖ Æüî… ÛúÓ̄ Ö®Öß †×¬Ö×®ÖμÖ´Ö, 2013 (†×¬Ö×®ÖμÖ´Ö) Ûúß ¬ÖÖ ü̧Ö 135
ŸÖŸÛúÖ»Ö ×¾ÖÝÖŸÖ ×¾Ö¢ÖßμÖ ¾ÖÂÖÔ Ûêú ¤üÖî̧ üÖ®Ö 500 Ûú¸üÖê›Í ¹ú¯ÖμÖê †£Ö¾ÖÖ †×¬ÖÛú ÛúÖ ×®Ö¾Ö»Ö ´Öæ»μÖ †£Ö¾ÖÖ
1000 Ûú¸üÖê›Í ¹ú¯ÖμÖê †£Ö¾ÖÖ †×¬ÖÛú ÛúÖ ÛúÖ¸ü²ÖÖ¸ü †£Ö¾ÖÖ 5 Ûú¸üÖê›Í ¹ú¯ÖμÖê †£Ö¾ÖÖ †×¬ÖÛú ÛúÖ ×®Ö¾Ö»Ö
»ÖÖ³Ö ¾ÖÖ»Öß ¯ÖÎŸμÖêÛú ÛúÓ̄ Ö®Öß ÛúÖê †×¬Ö¤êü×¿ÖŸÖ Ûú¸üŸÖß Æüî ×Ûú ¾ÖÆü ÛúÓ̄ Ö®Öß Ûúß ÃÖß‹ÃÖ†Ö¸ü ®Öß×ŸÖ Ûêú
†®ÖãÃÖÖ¸ü ÃÖß‹ÃÖ†Ö¸ü Ûêú ×»Ö‹ ÛúÓ̄ Ö®Öß Ûêú †ÖîÃÖŸÖ ×®Ö¾Ö»Ö »ÖÖ³Ö ÛúÖ Ûú´Ö ÃÖê Ûú´Ö 2 ¯ÖÎ×ŸÖ¿ÖŸÖ ÜÖ“ÖÔ
Ûú¸êü…

ÃÖß‹ÃÖ†Ö¸ü Ûúß ×¤ü¿ÖÖ ´ÖêÓ ×Ûú‹ ÝÖ‹ ÛúÖμÖÔÛú»Ö¸üÖ¯Ö †×¬Ö×®ÖμÖ´Ö Ûúß †®ÖãÃÖæ“Öß-VII ´ÖêÓ ×®Ö×¤üÔÂ™ü
õÖê¡ÖÖêÓ μÖÖ ×¾ÖÂÖμÖÖêÓ ÃÖê ÃÖÓ²ÖÓ×¬ÖŸÖ ÆüÖê®Öê “ÖÖ×Æü‹… ¯ÖÎμÖÖê•μÖŸÖÖ ×®Ö¬ÖÖÔ× ü̧ŸÖ Ûú ü̧ŸÖê ÃÖ´ÖμÖ †×¬Ö×®ÖμÖ´Ö Ûúß †®ÖãÃÖæ“Öß-
VII Ûêú †¬Öß®Ö ¿ÖÖ×´Ö»Ö õÖê¡ÖÖêÓ/×¾ÖÂÖμÖÖêÓ Ûúß Ã¾ÖŸÖÓ¡Ö ¾μÖÖÜμÖÖ Ûúß †®Öã́ Ö×ŸÖ Æüî… ×¾Ö×¬Ö Ûêú †®ÖãÃÖÖ ü̧ ÃÖß‹ÃÖ†Ö ü̧
¾μÖμÖ ÛúÖê †×¬Ö¤êü×¿ÖŸÖ Ûú¸ü®Öê Ûúß ´ÖÓ¿ÖÖ ×ÛúÃÖß ÃÖ¸üÛúÖ¸üß ÛúÖμÖÔÛÎú´Ö/μÖÖê•Ö®ÖÖ Ûêú ×»Ö‹ ²Ö•Ö™üßμÖ †Ö²ÖÓ™ü®Ö
ÛúÖê ¯ÖÎ×ŸÖÃ£ÖÖ×¯ÖŸÖ Ûú¸ü®Öê Ûúß ®ÖÆüßÓ Æüî, »Öê×Ûú®Ö ÃÖß‹ÃÖ†Ö¸ü Ûêú ´ÖÖ¬μÖ´Ö ÃÖê ÃÖ¸üÛúÖ¸üß ¯ÖÎμÖÖÃÖÖêÓ ÛúÖê
†®Öã̄ Öæ×¸üŸÖ †£Ö¾ÖÖ ÃÖÓ̄ Öæ×¸üŸÖ Ûú¸ü®Öê ¯Ö¸ü ÛúÖê‡Ô ¸üÖêÛú ®ÖÆüßÓ Æüî… ÛúÓ̄ Ö×®ÖμÖÖêÓ ÛúÖê ÃÖß‹ÃÖ†Ö¸ü †Ö²ÖÓ™ü®Ö Ûú¸ü®Öê
†Öî̧ ü ‡ÃÖê †®Öã́ ÖŸμÖ ÛúÖμÖÔÛú»ÖÖ¯ÖÖêÓ ¯Ö¸ü ÜÖ“ÖÔ Ûú¸ü®Öê Ûúß ²ÖÖ¬μÖŸÖÖ Æüî †Öî̧ ü ˆ®ÖÛêú ×»Ö‹ ‹´ÖÃÖß‹ 21 ¯Ö¸ü
×®Ö¬ÖÖÔ×¸üŸÖ ¯ÖÎºþ¯Ö ´ÖêÓ ‡ÃÖ ²ÖÖ ȩ̂ü ´ÖêÓ †Ö¾Ö¿μÖÛú ¯ÖÎÛú™üßÛú¸üÞÖ Ûú¸ü®ÖÖ †¯Öê×õÖŸÖ Æüî… •Ö²Ö ³Öß, ÃÖß‹ÃÖ†Ö¸ü

ˆ¯Ö²ÖÓ¬ÖÖêÓ Ûêú ˆ»»ÖÓ‘Ö®Ö Ûúß ÃÖæ“Ö®ÖÖ ×´Ö»ÖŸÖß Æüî, ‹êÃÖß ÝÖî̧ ü-†®Öã̄ ÖÖ»ÖÛú ÛúÓ̄ Ö×®ÖμÖÖêÓ Ûêú ×¾Ö¹ú¨ ÛúÓ̄ Ö®Öß

†×¬Ö×®ÖμÖ´Ö, 2013 Ûêú ˆ¯Ö²ÖÓ¬ÖÖêÓ Ûêú †®ÖãÃÖÖ¸ü †×³Ö»ÖêÜÖÖêÓ Ûúß ×¾Ö×¬Ö¾ÖŸÖË •ÖÖÓ“Ö †Öî̧ ü ÃÖ´Öã×“ÖŸÖ ×¾Ö×¬Ö

¯ÖÎ×ÛÎúμÖÖ ÛúÖê †¯Ö®ÖÖŸÖê Æüã‹ ÛúÖ¸üÔ¾ÖÖ‡Ô †Ö¸üÓ³Ö Ûúß •ÖÖŸÖß Æîü…
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