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the ethics while using Internet and advising them not to share rumors/fake

news. A dedicated website for information security awareness (https://
www.infosecawareness.in) provides the relevant awareness material.

List of WhatsApp users affected by Pegasus

1642. SHRI DIGVIJAYA SINGH: Will the Minister of ELECTRONICS AND
INFORMATION TECHNOLOGY be pleased to state:

(a) whether the Minister had stated that the Facebook had sent a list of
WhatsApp users in India whose phones, mails and social media accounts had been
hacked by Pegasus spyware owned by NSO, an Israeli company; and

(b) whether Minister would inform all those WhatsApp users so that they can
also file cases against either Facebook or NSO?

THE MINISTER OF STATE IN THE MINISTRY OF ELECTRONICS AND
INFORMATION TECHNOLOGY (SHRI DHOTRE SANJAY SHAMRAO): (a) Ministry of
Electronics and Information Technology (MeitY) on 31.10.2019 sought a report from the
WhatsApp regarding breach of privacy of citizens of India on its messaging platform.
WhatsApp replied on 2.11.2019 communicating the aspects relating to exploitation of
a vulnerability in their platform by a spyware called Pegasus, developed by Israeli
company NSO Group.

(b) WhatsApp has informed that it is believed that around 1400 users's devices
were attempted to be attacked globally including 121 users in India. It further stated
that personal data of approx. 20 users in India might have been breached. No details
of the affected Indian users were shared by WhatsApp.

Perils of deep fake technology

1643. SHRI NARAIN DASS GUPTA: Will the Minister of ELECTRONICS AND
INFORMATION TECHNOLOGY be pleased to state:

(a) whether the Ministry is aware of the perils of Deep Fake technology which
is often used for political purposes and harassment of women;

(b) if so, whether the Ministry is working towards introducing criminal recourse

for victims;

(c) if so, the details thereof; and


