GOVERNMENT OF INDIA
MINISTRY OF HOME AFFAIRS

RAJYA SABHA
UNSTARRED QUESTION NO. 707#

TO BE ANSWERED ON THE 08™ FEBRUARY, 2023/ MAGHA 19, 1944 (SAKA)

CYBER SECURITY TRAINING INSTITUTES

707 # SHRI VIJAY PAL SINGH TOMAR:
Will the Minister of HOME AFFAIRS be pleased to state:

(a) whether Government, especially the cyber police in the country, has
adequate techno/research facilities with state-of-art technology gadgets to
combat and curb any cyber attacks on Government websites or data from
within the country or instigated from foreign countries;

(b) if so, the details thereof;

(c) whether Government has plans to establish Cyber Security Training
Institutes in the country to combat ever increasing cyber crimes; and

(d) if so, the details thereof, if not, the reasons therefor and Government’s
action in this regard?

ANSWER

MINISTER OF STATE IN THE MINISTRY OF HOME AFFAIRS
(SHRI AJAY KUMAR MISHRA)

(a) to (d) : ‘Police’ and ‘Public Order’ are State subjects as per the Seventh
Schedule to the Constitution of India. It is the primary responsibility of the
State Governments/UT Administration to equip their police forces with
adequate infrastructure facilities, state-of-art technology gadgets,
manpower and training for tackling cyber crimes. The Bureau of Police
Research and Development (BPR&D) compiles and publishes the statistical
data on forensic science laboratories and mobile forensic science vans

available with States/UTs in its publication “Data on Police Organizations”.
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The latest published report is for the year 2022. As per the data published
by the BPR&D, State/UT-wise detail of the forensic science laboratories
and mobile forensic science vans, as on 01.01.2022 is at Annexure.

The Central Government supplements the initiatives of the State
Governments through various advisories and schemes for the capacity
building of their Law Enforcement Agencies (LEAs). To strengthen the
mechanism to deal with cyber crimes in a comprehensive and coordinated
manner, the Central Government has taken steps which, inter-alia, include
the following:

i. Ministry of Home Affairs has set up the ‘Indian Cyber Crime
Coordination Centre (14C)’ to deal with all types of cyber crime in
the country, in a coordinated and comprehensive manner.

ii. Under the Cybercrime Prevention against Women and Children
(CCPWC) Scheme, financial assistance to the tune of Rs. 99.88
Crore has been provided to all State/UTs for setting up of cyber
forensic cum training laboratories, hiring of junior cyber
consultants and capacity building of Law Enforcement Agencies
(LEAs), public prosecutors and judicial officers. So far, cyber
forensic-cum-training laboratories have been commissioned in 33

States/UTs.
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Training curriculum has been prepared for Law Enforcement
Agencies personnel, prosecutors and judicial officers for better
handling of investigation and prosecution. States/UTs have been
mandated to organize training programmes. So far, more than
20,300 LEA personnel, judicial officers and prosecutors have been
provided training on cyber crime awareness, investigation,
forensics, etc.

The Massive Open Online Courses (MOOC) platform, namely
¢CyTrain’ portal has been developed under the Indian Cyber Crime
Coordination Centre (14C), for capacity building of police
officers/judicial officers through online course on critical aspects
of cyber crime investigation, forensics, prosecution etc. along with
certification. More than 28,700 Police Officers from States/UTs are
registered and more than 7,800 Certificates issued through the

portal.
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Annexure
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NUMBER OF FORENSIC SCIENCE LABORATORIES / MOBILE FORENSIC SCIENCE VANS AVAILABLE WITH STATES / UT

SLNO. [ STATES/UTs MAIN FSL | REGIONAL DISTRICT MOBILE FORENSIC UNITS
FSLs
1 | Andhra Pradesh 1 5 109
2 | Arunachal Pradesh 1 0 0
3 | Assam 1 5 9
4 | Bihar 1 2 1
5 | Chhattisgarh 1 3 5
6 | Goa 1 0 1
7 | Gujarat 1 6 51
8 | Haryana 1 4 4
9 | Himachal Pradesh 1 2 3
10 | Jharkhand 1 0 24
11 | Karnataka 1 7 0
12 | Kerala 1 3 19
13 | Madhya Pradesh 1 4 50
14 | Maharashtra 1 13 45
15 | Manipur 1 0 2
16 | Meghalaya 1 0 0
17 | Mizoram 1 0 0
18 | Nagaland 1 0 0
19 | Odisha 1 3 36
20 | Punjab 1 3 0
21 | Rajasthan 1 6 33
22 | Sikkim 1 0 1
23 | Tamil Nadu 1 10 47
24 | Telangana 1 4 0
25 | Tripura 1 0 4
26 | Uttar Pradesh 1 12 75
27 | Uttarakhand 1 1 2
28 | West Bengal 1 2 5
29 | A&N Islands 1 1 0
30 | Delhi 1 1 6
31 | J&K 1 9 20
32 | Puducherry 1 0 0
TOTAL 32 106 552

CENTRAL FORENSIC SCIENCE LABORATORIES (UNDER DIRECTORATE OF FORENSIC SCIENCE SERVICE, MHA, NEW
DELHI)

Chandigarh(UT)

Hyderabad (Telangana)

Kolkata (West Bengal)

Bhopal (Madhya Pradesh)

Kamrup (Assam)

Pune (Maharashtra)

~N| O O B~ W N —~

NCT of Delhi, CGO Complex, New Delhi
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Source: Directorate of Forensic Science Services, MHA
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