GOVERNMENT OF INDIA
MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
RAJYA SABHA
STARRED QUESTION NO. *78
TO BE ANSWERED ON: 09.02.2024

CYBER SECURITY AND HACKING OF SOCIAL MEDIA

*78. SHRI K.R.N. RAJESHKUMAR:
Will the Minister of Electronics and Information Technology be pleased to state:

(a) whether the Ministry discusses cyber security and hacking of social media accounts (like
Facebook) of individual users with leading social media platforms;

(b) if so, whether social media platforms assured Government of its security features to
prevent hacking;

(c) the number of hacking / digital impersonations of public persons complaints received by
Government; and

(d) the security measures and commitments of social media platforms and Government’s
direction to the social media platforms to ensure cyber security of citizens.

ANSWER
MINISTER OF ELECTRONICS AND INFORMATION TECHNOLOGY

(SHRI ASHWINI VAISHNAW)

(a) to (d): A statement is laid on the Table of the House.
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STATEMENT REFERRED TO IN THE REPLY TO RAJYA SABHA STARRED
QUESTION NO. *78 FOR 09.02.2024 REGARDING CYBER SECURITY AND
HACKING OF SOCIAL MEDIA

(@) to (d): The policies of the Government are aimed at ensuring that internet in India is
open, safe &trusted and accountable to all our users. Specifically, to deal with cyber security,
Indian Computer Emergency Response Team (“CERT-In") is established under Section 70B
of the Information Technology Act, 2000 (“IT Act"). CERT-In is the national nodal agency
for responding to computer security incidents and has power to prescribe and implement
reasonable security best practices. CERT-In may also call for information and give direction
to the service providers, intermediaries (including social media intermediaries), data centres,
body corporate and any other person for carrying out the provisions of functions under
section 70B(4) of the IT Act.

CERT-In issued a direction on 28" April, 2022 mentioning types of cyber security incidents,
including identity theft, spoofing and phishing attacks, to be mandatorily reported by service
providers, intermediaries (including social media intermediaries), data centres, body
corporate and Government organisations to CERT-In.

Additionally, CERT-In has also taken following measures to enhance awareness among
organisations and users for safe usage of digital technologies and prevent cyber frauds:

a. CERT-In issues alerts and advisories regarding latest cyber threats/vulnerabilities and
countermeasures to protect computers, mobile phones, networks and data on an
ongoing basis. CERT-In has issued 72 advisories for organisations and users for data
security, securing social media accounts and mitigating fraudulent activities.

b. On observing hacking of social media accounts, CERT-In coordinates incident
response measures with affected entities and service providers.

c. CERT-In is working in coordination with service providers to track and disable
phishing websites and facilitate investigation of fraudulent activities.

d. CERT-In has empanelled 177 security auditing organisations to support and audit
implementation of Information Security Best Practices.

e. CERT-In operates the Cyber Swachhta Kendra (Botnet Cleaning and Malware
Analysis Centre) to detect malicious programs and provides free tools to remove the
same, and also provides cyber security tips and best practices for citizens and
organisations.

f. CERT-In has set up the National Cyber Coordination Centre (NCCC) to generate
necessary situational awareness of existing and potential cyber security threats.

g. CERT-In is regularly carrying out various activities for development of cyber security
capacities, skill building, awareness and citizen sensitization with respect to cyber-
attacks and cyber frauds. In order to create security awareness within the Government,
Public and Private Sector organizations, CERT-In regularly conducts trainings /
workshops to train officials of Government, Public and Private sector organizations
across all sectors and citizens on focused topics of Cyber Security. A total of 10074
officials from Government, critical sectors, public and private sector have been
trained in 26 training programs in the area of cyber security during 2023.

CERT-In regularly disseminates information and shares security tips on cyber safety and
security through its official social media handles and websites. CERT-In organised various
events and activities for citizens during Safer Internet Day on 7.2.2023 and Cyber Security
Awareness Month in October 2023, by posting security tips using posters and videos on
social media platforms and websites. CERT-In, in association with Centre for Development
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of Advanced Computing, conducted an online awareness campaign for citizens, covering
topics such as general online safety, social media risks and safety, mobile related frauds and
safety, secure digital payment practices, etc., through videos and quizzes on the MyGov
platform.

Rule 3(1)(b)(v) and (vi) of the IT Rules 2021 prohibits misinformation and patently false
information on the Indian Internet or that impersonates another person. MeitY has, from
time-to-time, issued advisories to the intermediaries for ensuring compliance with the
prescribed due diligence and grievance reporting mechanism under the IT Rules, 2021.The
failure to observe these rules will amount to non-compliance with the IT Rules, 2021 and
result in the concerned intermediary automatically losing exemption from liability under
section 79 of the IT Act. Government has also established Grievance Appellate Committees
(“GAC”) under the IT Rules, 2021 to allow users and victims to appeal online on
WwWw.gac.gov.in against decisions taken by the Grievance Officers of intermediaries.

As per information reported to and tracked by the Indian Computer Emergency Response
Team (CERT-In), there were 6, 32 and 15 instances of hacking of social media accounts of
users and organizations during the years 2021, 2022 and 2023 respectively. Further, 13,506
cases have been registered for cheating by personation by using computer resource (Section
66D IT Act) during year 2022.

Additionally, GAC has also received 205 appeals related of hacking/digital impersonation
and 181 appeals have been disposed.
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SHRIMATI JAYA BACHCHAN: Sir, | would like to ask the Hon. Minister whether the
Government has considered amending the Intermediary Rules under the IT Act. If so,
the reasons thereof. And, whether the Government has any plans to introduce pre-
censorship on online content and, if so, the details thereon.

SHRI ASHWINI VAISHNAW: Sir, Hon. Member has asked a very, very relevant and
important question. | would like to answer this supplementary in three parts. First
part is, yes, we are amending the Intermediary Rules. The reason for that is, the
deepfake issue has come up in a very big way. Sir, today, social media platform and
internet is an integral part of our lives. Practically everything that we do, whether it is
banking, entertainment, reading news, etc., we are dependent on social media
platforms and internet. With the spread of misinformation, deepfakes, we must take
very strict and urgent action to make sure that this menace is removed. So, we are
amending the Intermediary Rules. We are coming up with provisions where there is a
significant responsibility bestowed on the social media platforms, so that they can
detect deepfakes, misinformation and take early action. That is the first part. The
second part is: Very clearly, the context of social media platforms and the safe
harbor, which was there for many decades, has changed. Today, most of the social
media platforms are already having their moderation technologies, moderation
requirements and on the basis of that, they are already doing a lot of moderation. In
that sense, platform is no longer a pure platform as it was, let us say, thirty years
back. So, today, the entire world, the global regulatory community is reaching a kind
of consensus and | also request the Hon. Members to develop some sort of
consensus that the social media platforms will have to take more responsibility for
what they are publishing on their platforms. That is the second part. The third part,
Hon. Chairman, Sir, is: We are creating an institutional framework for the digital
economy. That institutional framework has three parts — first is, having totally a new
set of legislations. The Telecommunications Bill was passed by this esteemed House.
The Digital Personal Data Protection Bill was passed by this esteemed House. There
is another Bill in the working. The rules, regulations and the entire implementation
mechanism are being converted into a total digital mechanism. We are also working
very closely with almost every stakeholder to make sure that our internet is safe,
trusted and delivering what it is supposed to do, Sir.

i} Tofta SET: U ST, § AR 53T S 9 g8 S 9redl § (b 31Tl AIsaR
wT3H @ AT I8 B % $9&T AT 39 $Hex TOUINT a3 7R & [ g% Aregd 9 4
STRAT oI T U1 89U of I & THH 5T I 396! 59 a¥8 & I JTURE HRd ©, Sil
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ST BT U7 EeUd &1 59 9ol H 39 R1-9T HeH I V8 ©, I8 3+l SOE T,
I 5TH STl d& AIeTd JifSar &1 R1ep 8, a1 Arerd Hifedr ve Va1 wiehiy &
T & 6 I9 IR wieH oifth TR & M IR IS W fth {6l & Raetie o 9
forg IodT 21 STH UTgd™l BT Bis FaTd el ©, SHH! goold &I Bl Adld ol ©
IR I8 P I9 TR ATdl db YT Y&l 8l STP! A9 gedl el Jdhd, Hifd ofl
ICHIH Y ©, d HEd & 1o 18, 31T DI A 3iTex AlfoTy|

MR. CHAIRMAN: Your supplementary, please.

31 Trofta YFHT: DI W TSR o BIF SIY, BIF ol 87 T4 Blg MH] IHD! FleTdl
g 3R I9aT § T eral dwg & M 3 $B 2, Rrd 10 Dol fordl g8 8, a1 a8
FHSIAT B b TET STl JIeg=1l awrg & I7 J&T IToiia el &1 rferad I8 & o ara
P8 3R Bl § 3R AT I allegations &b JATETR YR YT ITUTTIT BIH HR & 37T
SIP] B AB? I8 TP V! UieetH Bl Ts 8 b 3990 AN &l wrgdsdl 5+ 8 2
IR RSIRELEI] goold %\T, respect %\', reputation %\T, SHD I Q.CJC’ICHG_ gl Y81 B
(TYTH)...

MR. CHAIRMAN: Now, Mr. Minister.

i1 71T YPT: W, TSHRTH b AW &, FoTUId &b JA™ &, olfh AIelel
ST H BI$ accountability a1 &1 Y SHBT B b B I2 B, STDT RIT Mot
AT 87 GURT IS [ Y e g81 | by B¢ ? AMGRT I8 [ Y-3[d Il iIRE Bl Sl
31T &ATh DR B 8, T8 UhdRWI o] 8191 18Vl 39 folU &S cl g7 T2 I8
el 8l [ I IReR ORI 7, SHP! I BT < 31X 1! ol Ja | A THHT BT &
& TPt GER ANT GBUIRT BRI | ART 9o AT fIRIR A o1, 5db foy # &
BN IR ERIE R RIS IRS CICKCRIT

MR. CHAIRMAN: Inspired by the Hon. Minister, the Hon. Member has asked his
supplementary in three parts; and epicentre is Jaya Bachchanji. ...(/m‘errupz‘/ons)...

SHRI ASHWINI VAISHNAW: | will answer in one part, Sir. 49X, e S U3 Pl 3TX
THaH &Y § ST AT AT G - Udhad Fal 91d dal 8 3R Sl Wrge 71
oo STaTg & ®ar o7 fob AT HfSUT Weh = BT HFTRT o 91T iR 396
DU g9 eldy H 9T consensus 9T ilTFETQ, FIfp faeg wR ¥ 3 Ud consensus 9
el &1 QT HIfSAT RIchH & IR H ST A1 9e o $H8l, § a1 g &
U 8T 81 9hdr fh bl W, DY A1 forg T iR AT @1 AT reputation & wTer
Reerars B <1 U1 T8l BT MY AT H ARl HSAT wieh¥ b 984 deg &,
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IFD! UIfifed 9o § 3R U Sl HfeT $9g &, SHBI Aied BT Ul §H Fddb!
TR 21 S BT8Y BT Udh consensus g b ST Wl ITeld foRadr 2, ol S9! i
g & gTaR 91 8191 91T, Aere Y 8141 A1faV| GR&BR = U institutional framework
ST &, 98 319 b 9gd HRIR Rig AT & 3R S-S 8189 ¥ 3R consensus

BT, S 3R & B a1 A1

MR. CHAIRMAN: Shrimati Priyanka Chaturvedi. ...(Interruptions)...

ST ST 24 : 61, A1 Sfl 7 98 376 S| a1 8, AR 3 i1 1 #2Ue ol R @
g, 98 HAYIE el gl 8AR 91 ¥ SXSTUM W= 3[HIS<H &1 | am not on social media
at all. § 3] dgd g4 ol T ?ﬁé’l It is very nice of you to say ‘consensus of
the House’, and everything. But, whatever methodology you are adopting is not

working and it has become worse.

MR. CHAIRMAN: Thank you, Madam. | have made an exception.

el BRIt Tgdat: 9%, 30 JTagar Dl 1 U THUHTH 3T T, HIHI opposition
MPs T §-ﬁﬂ ST AT W el message T A1, ‘State-sponsored attackers may be
attacking your i-phone’. S9d ¥ H S9I foT #§9 AT amsd! fafvex &1 fugh
ol o1, 3MTST 4 AL BIF dTel &, SABT Dlg STd1d Tl AT 21 |, IBI Y 9gd
constructive suggestion IERIRED U orientation course T ﬂT%Q, Q@f 31 orientation
courseﬁrﬁ?%ﬁéﬁmﬁﬁﬁﬂ%qﬁﬁtime bound ﬁl@ﬁﬂﬂﬁ‘dﬁél

AR T o IS FHT Y Yeb AR AT YTfATHE &b HUR Ay FHT H T
TP allegation 51 Y, I8 MYH T H 41 Bl

MR. CHAIRMAN: | will answer for the first one. If any Hon. Member feels that an
Hon. Minister is not responding to the communications of the Hon. Member,
approach your Chairman. ...(/nterrupt/ons)... Please take vyour seat.
...(Interruptions )... Take your seat.

it 312+ AT : TR, 3R fHAt Bl o1l & 6 SHF BIF H DI Uiea § - W, AR
gl Uh dgd 33T institutional mechanism %\r, CERT-In is a highly qualified technical
organization. It is purely a technical organization. 34 Y-l B @ﬁl‘{’l Y, g
openly deal %\', | have said that in public through a press conference that if any Hon.

Member or any honourable citizen of the country has any issue related to hacking of
their phone or something, kindly share that information, kindly share the details,
kindly submit your phone, we will get it technically examined. ...(Interruptions)...
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MR. CHAIRMAN: Just one minute. ...(Interruptions)... Priyankaji, you are a senior
person. Please don’t do it and take your seat.

Y 318 AT : WX, VAT 181 81 Aehdl b hdel allegation THITY| 3R BIs allegation
ISRIGH %\r, 1 AT | S law enforcement T Q@?ﬂﬁ %, Nill N ddY %, Rreew %\r, 39
R & G121 MUBT co-operate W HRAT TSN I I 81 Tl ©...(FILM)... I
T2 FAdT Bl...(TAYM)... MY R IR-IR HEd =, P AT I8 Hed & b

social media ...(Interruptions ). .

MR. CHAIRMAN: No. ...(Interruptions ).. Hear the Hon. Minister. ...(Interruptions)..
Shrimati Priyanka Chaturvedi, please; first hear the Minister. ...(/nterrupt/ons).. Hear
the Minister. ...(Interruptions).. Noj; please hear the Minister. ...(Interruptions)..
Can | allow it? You asked a question. The Minister did not get up because he was
not allowed to get up. ..(Interruptions )...

SHRIMATI PRIYANKA CHATURVEDI: Why don’t you allow, Sir?

MR. CHAIRMAN: | must have some sanction imposed and one sanction is, please
ask question when | say so. Now, Hon. Minister.

it 3 AW : IR BIS IRIT 1T & b YRT TRBR....(FAUH)... AT A
= JMRIT T %\', ar s:l?ﬁ RIS <1 ® as a citizen of this country and as a

Member of this House to absolutely cooperate in the investigation, so that the truth
would come out. This is what | have been requesting. | have done that through a
Press Conference. | have done in this House itself when the Post Office Bill was being
discussed. If the Hon. Member just stands there to make allegation, that is not the
way a Member should be behaving.

MR.CHAIRMAN: Now, Question No. 79. ..(Interruptions).. Shrimati Geeta alias
Chandraprabha. ..(/m‘errupz‘/ons).. Nothing will go on record. Dr. John Brittas,
-.(Interruptions).. No, Madam Jaya Bachchan. ...(Interruptions).. Question No. 79,
Shrimati Geeta alias Chandraprabha. ...(Interruptions).. Hon. Minister, Question
No. 79. ..(Interruptions).. Yes, Madam. ...(Interruptions)..  First supplementary,
please.
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