
GOVERNMENT OF INDIA 

MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY 

RAJYA SABHA 

STARRED QUESTION NO. *47 

TO BE ANSWERED ON: 26.7.2024 

NEED FOR A NEW NATIONAL CYBERSECURITY POLICY 

*47. SHRI S NIRANJAN REDDY:

Will the Minister of ELECTRONICS AND INFORMATION TECHNOLOGY be 

pleased to state:  

(a) whether Government has recognized the need for a new National

Cybersecurity Policy/Strategy due to emerging technologies and evolving

threats;

(b) the steps being taken to formulate and implement a new National

Cybersecurity Policy/Strategy addressing current and future cybersecurity

challenges, including Artificial Intelligence (AI) and other critical

technologies;

(c) whether Government has considered revising such policies periodically to

keep pace with the fast-evolving nature of technology; and

(d) the timeline for introducing and implementing a new National

Cybersecurity Policy/Strategy, and the key areas it will focus on to ensure a

secure digital environment in the country?

ANSWER 

THE MINISTER OF STATE IN THE MINISTRY OF ELECTRONICS AND 
INFORMATION TECHNOLOGY (SHRI JITIN PRASADA) 

(a) to (d):     A statement is laid on the Table of the House.
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STATEMENT REFERRED TO IN THE REPLY TO RAJYA SABHA 

STARRED QUESTION NO. *47 FOR 26.7.2024, REGARDING NEED 

FOR A NEW NATIONAL CYBERSECURITY POLICY 

 

(a) to (d): Yes, the Government is committed to ensure that the Internet in India is 

Open, Safe, Trusted and Accountable for its users, specially in view of the role of 

emerging technologies and evolving threats. Government has taken several legal, 

technical, and administrative policy measures for addressing cyber security 

challenges in the country. The Government has also institutionalised a nationwide 

integrated and coordinated system to deal with cyber-attacks in the country which, 

inter alia, includes: 

 

i. National Cyber Security Coordinator (NCSC) under the National Security 

Council Secretariat (NSCS) to ensure coordination amongst different agencies. 

ii. Under the provisions of section 70B of the Information Technology Act, 2000, 

the Indian Computer Emergency Response Team (CERT-In) is designated as 

the national agency for responding to cyber security incidents. 

iii. National Cyber Coordination Centre (NCCC) implemented by the CERT-In 

serves as the control room to scan the cyberspace in the country and detect 

cyber security threats. NCCC facilitates coordination among different agencies 

by sharing with them the metadata from cyberspace for taking actions to 

mitigate cyber security threats.  

iv. Cyber Swachhta Kendra (CSK) is a citizen-centric service provided by CERT-

In, which extends the vision of Swachh Bharat to the Cyber Space. Cyber 

Swachhta Kendra is the Botnet Cleaning and Malware Analysis Centre and 

helps to detect malicious programs and provides free tools to remove the same, 

and also provides cyber security tips and best practices for citizens and 

organisations. 

v. Ministry of Home Affairs (MHA) has created Indian Cybercrime Coordination 

Centre (I4C) to deal with cybercrimes in a coordinated and effective manner.  

vi. Under the provisions of section 70A of the Information Technology (IT) Act, 

2000, the Government has established National Critical Information 

Infrastructure Protection Centre (NCIIPC) for protection of critical information 

infrastructure in the country.  

 

MeitY addresses key concerns in cybersecurity including those related to emerging 

and critical technologies, particularly in the field of AI, through a continuous process 

of research, analysis, formulation and issue of necessary instructions and guidelines 

based on emerging needs and challenges. The primary focus is on the three pillars of 

Securing national cyberspace, Strengthening existing structures comprising of 

people, processes and capabilities and Synergise resources for their optimal 

utilization to protect the Digital Environment in the country and to ensure secure and 

resilient cyberspace for all citizens. 

 

******* 
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भारत सरकार 

इलेक्ट रॉनिकी और सचूिा प्रौद्योनिकी मंत्रालय 

राज्य सभा 

ताराकंकत प्रश्न सखं्या *47 

निसका उत्तर 26 िुलाई, 2024 को किया िािा ह ै। 

4 श्रावण, 1946 (शक) 

िई राष्ट्रीय साइबर सरुक्षा िीनत की आवश्यकता 

*47. श्री एस. निरंिि रेड्डी:

क्टया इलेक्टरॉनिकी और सचूिा प्रौद्योनिकी मतं्री यह बताि ेकी कृपा करेंिे कक: 

(क) क्टया सरकार ि ेउभरती प्रौद्योनिककयों और बढ़ते खतरों को िेखते हुए ककसी िई राष्ट्रीय साइबर सुरक्षा 

िीनत/रणिीनत की आवश्यकता महससू की है; 

(ख) कृनत्रम बुनिमत्ता (एआई) और अन्य महत्वपूणण प्रौद्योनिककयों सनहत वतणमाि और भनवष्य की साइबर 

सुरक्षा चुिौनतयों का सामिा करिे के नलए एक िई राष्ट्रीय साइबर सरुक्षा िीनत/रणिीनत तैयार करि ेऔर 

उसे लािू करिे के नलए क्टया किम उठाए िा रह ेहैं; 

(ि) क्टया सरकार िे तेिी से नवकनसत हो रही प्रौद्योनिकी के साथ तालमेल रखि ेके नलए समय-समय पर 

ऐसी िीनतयों को संशोनित करिे पर नवचार ककया ह;ै और 

(घ) एक िई राष्ट्रीय साइबर सुरक्षा िीनत/रणिीनत आरंभ करि ेऔर लािू करिे के नलए समय-सीमा क्टया ह,ै 

और िेश में एक सुरनक्षत निनिटल वातावरण सुनिनित करिे के नलए इस िीनत में ककि प्रमुख क्षेत्रों पर ध्याि 

कें कित ककया िाएिा? 

उत्तर 

इलेक्ट रॉनिकी और सचूिा प्रौद्योनिकी मतं्री (श्री अनश् विी वैष् णव) 

(क) से (घ) : एक नववरण-पत्र सभा पटल पर रख किया िया ह ै। 

***** 
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इलेक्�ॉिनकी और सूचना �ौ�ोिगकी मं�ालय में राज्य मं�ी (�ी िजितन �साद) :



 

िई राष्ट्रीय साइबर सरुक्षा िीनत की आवश्यकता के सबंिं में कििाकं 26.07.2024 को  राज् य सभा में पछेू 

िए ताराकंकत प्रश् ि स.ं *47 के उत् तर में उनललनखत नववरण-पत्र 

***** 

(क) से (घ) : िी, हां । सरकार यह सुनिनित करिे के नलए प्रनतबि ह ैकक भारत में इंटरिेट नवशेष रूप से 

उभरती हुई प्रौद्योनिककयों और बढ़ते हुए खतरों की भूनमका को िेखते हुए अपिे उपयोिकताणओं के नलए खुला, 

सुरनक्षत, नवश्वसिीय और िवाबिेह है । सरकार िे िेश में साइबर सुरक्षा चुिौनतयों से निपटिे के नलए कई 

कािूिी, तकिीकी और प्रशासनिक िीनतित उपाय ककए हैं। सरकार िे िेश में साइबर हमलों स ेनिपटि ेके 

नलए एक राष्ट्रव्यापी एकीकृत और समनन्वत प्रणाली भी स्थानपत की है, निसमें अन्य बातों के साथ-साथ 

निम्ननलनखत शानमल हैं: 
 

i. नवनभन्न एिेंनसयों के बीच समन्वय सुनिनित करि ेके नलए राष्ट्रीय सरुक्षा पररषि सनचवालय 

(एिएससीएस) के तहत राष्ट्रीय साइबर सरुक्षा समन्वयक (एिसीएससी) । 
 

ii. सूचिा प्रौद्योनिकी अनिनियम, 2000 की िारा 70ख के प्राविािों के तहत भारतीय कंप्यूटर 

आपात प्रनतकिया िल (सटण-इि) को साइबर सुरक्षा घटिाओं का िवाब िेिे के नलए राष्ट्रीय एिेंसी 

के रूप में पििानमत ककया िया ह।ै 
 

iii. सटण-इि द्वारा कायाणनन्वत राष्ट्रीय साइबर समन्वय कें ि (एिसीसीसी) िेश में साइबरस्पेस को स्कैि 

करिे और साइबर सुरक्षा खतरों का पता लिािे के नलए नियंत्रण कक्ष के रूप में कायण करता ह।ै 

एिसीसीसी साइबर सुरक्षा खतरों को कम करिे के नलए कारणवाई करिे हतेु साइबर स्पेस स े

मेटािेटा साझा करके नवनभन्न एिेंनसयों के बीच समन्वय की सुनविा प्रिाि करता ह।ै 
 

iv. साइबर स्वच्छता कें ि (सीएसके) सटण-इि द्वारा प्रिाि की िािे वाली िािररक-कें कित सेवा ह,ै 

िो स्वच्छ भारत के िनृिकोण का साइबर स्पेस तक नवस्तार करती ह।ै साइबर स्वच्छता कें ि 

बॉटिेट क्टलीनिंि और मैलवयेर नवशे्लषण कें ि ह ैऔर िभुाणविापूणण प्रोग्रामों का पता लिािे में 

मिि करता ह ैऔर उन्हें हटािे के नलए मुफ्त उपकरण प्रिाि करता है, और िािररकों और 

संिठिों के नलए साइबर सरुक्षा युनियां और सवोत्तम पिनतयां भी प्रिाि करता ह।ै 
 

v. िृह मंत्रालय (एमएचए) िे समनन्वत और प्रभावी तरीके से साइबर अपरािों से निपटिे के नलए 

भारतीय साइबर अपराि समन्वय कें ि (I4सी) बिाया ह।ै 
 

vi. सूचिा प्रौद्योनिकी (आईटी) अनिनियम, 2000 की िारा 70क के प्राविािों के तहत सरकार ि े

िेश में महत्वपूणण सूचिा अवसंरचिा की सुरक्षा के नलए राष्ट्रीय महत्वपूणण सूचिा अवसंरचिा 

संरक्षण कें ि (एिसीआईआईपीसी) की स्थापिा की ह।ै 
 

 एमईआईटीवाई साइबर सुरक्षा में उभरती हुई और महत्वपूणण प्रौद्योनिककयों, नवशेष रूप से एआई के 

क्षेत्र में प्रमुख करठिाइयों को अिुसंिाि, नवशे्लषण, निमाणण और उभरती हुई िरूरतों और चुिौनतयों के आिार 

पर आवश्यक अिुिेशों और किशा-नििेशों को िारी करिे की निरंतर प्रकिया के माध्यम से संबोनित करता ह।ै 

प्राथनमक ध्याि राष्ट्रीय साइबर स्पेस को सुरनक्षत करिे, लोिों, प्रकियाओं और क्षमताओं से युि मौिूिा 

संरचिाओं को सुिढृ़ करि ेऔर िेश में निनिटल पररवेश की सुरक्षा के नलए उिके अिुकूलतम उपयोि के नलए 

संसाििों को समनन्वत करिे और सभी िािररकों के नलए सुरनक्षत और लचीला साइबर स्पेस सुनिनित करि े

के तीि स्तंभों पर कें कित ह।ै 

 

***** 
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MR. CHAIRMAN: First Supplementary; Shri S Niranjan Reddy. 
 
SHRI S NIRANJAN REDDY: Sir, my question to the Minister is that due to the ever 
increasing threat of cyber security-related issues, does the Ministry propose to have 
the National Cyber Security Co-ordinator (NCSC), NCCC and I4C closely co-
ordinate with industry leading private sector stakeholders and strengthening the cyber 
security environment?  
 
SHRI JITIN PRASADA: Sir, the Member has asked a very pertinent question and 
cyber security is a great concern and, especially, a top priority for this Government.  I 
can assure, through you, to all the Members and, especially, the one who is asking 
that there is a complete co-ordination.  As far as cyber security is concerned, the 
Government of India, with three Departments, the Ministry of Home Affairs, the NSA 
and the Ministry of IT & Electronics and this co-ordination have a series of measures, 
apart from the policy that is in place, that in the past ten years, the Government has 
come up with various initiatives to ensure that we are well-equipped as far as our 
cyber security is concerned.  We have taken enough steps to protect the data for 
citizens and we are also, since it is a global challenge, completely aware of that and 
are in complete co-ordination with all our friendly countries.  But, this cyber security is 
an issue which concern all of us and the nature of it is such that it is anonymous and it 
also transcends boundaries. We have taken steps with regard to having the main 
body that deals with cyber security, the CERT and under which we have this National 
Cyber Coordination Centre which has a budget outlay of Rs. 770 crores, which 
primarily tracks traffic and sees that wherever there is a threat perception, we go in for 
preventive measures and also, if there is an attack, post-that, how to course correct, 
all those measures are in place. Hence, all institutions that the Member has 
mentioned, they are working in complete co-ordination and I assure you that we are 
well-equipped to handle the situation. 
 
MR. CHAIRMAN: Second Supplementary; Shri S Niranjan Reddy. 
 
SHRI S NIRANJAN REDDY: Sir, my question to the Minister is that in relation to the 
victims of cyber security-related frauds or other issues, does the Government have 
any mitigation plan where it will compensate the victims by some kind of an umbrella 
trust arrangement that can be worked out  because  most  of  the  times,  the  victims  
are  poor  people. So, I just wanted to ask the Minister that if there is a plan that is 
being thought of. Thank you, Sir.  
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SHRI JITIN PRASADA: Sir, the policy, like I said, is in place.  But, the strategy is 
evolving.  It is because this is such a sector that new issues keep coming up.  As far 
as the protection of our citizens is concerned, it is a top priority and most of the 
times, in complete co-ordination with the Home Ministry and other institutions, we 
have been successful in ensuring that, especially, with regard to financial fraud that 
has been stopped and I can inform the House that a saving of around Rs. 2,400 
crores because of cyber criminals have been there...(Interruptions)... and 7.6 lakh 
citizens.... ...(Interruptions)... 
 
MR. CHAIRMAN: No interruptions. ...(Interruptions)... No; this is bad practice.  
Please. ...(Interruptions)...  No. ...(Interruptions)... 
 
SHRI JITIN PRASADA: Mr. Chairman, Sir,...  ...(Interruptions)...   
 
MR. CHAIRMAN: Let the Minister reply. ...(Interruptions)... Please. 
...(Interruptions)... Take your seat please. ...(Interruptions)...  
 
SHRI JITIN PRASADA: I would request, through you, that this is a very important  
question  and  issue  and  it  concerns  not  only  everybody in the House but also 
citizens across and it is an evolving process.  I request everybody to understand the 
issue. This Government is committed to protect our citizens and we are working on 
various platforms as to how to stop the crime and ensure post-benefits to them. 
 
MR. CHAIRMAN: Third Supplementary; Shri Raghav Chadha. 
 
SHRI RAGHAV CHADHA: Sir, I along with several Members of this House, 
particularly, who sit on the Opposition Benches were victims of something called as 
the State-sponsored spyware attack whereby our mobile phones notified us that a 
State-sponsored cyber attack took place which was attempting to infiltrate our mobile 
phone devices.  ...(Interruptions)... 
 
MR. CHAIRMAN: Your supplementary, Mr. Raghav.  
 
SHRI RAGHAV CHADHA: Now, Members of not just this House, several people 
including journalists and eminent persons in public life are also victims.  
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MR. CHAIRMAN: Your supplementary, Mr. Raghav.  
 
SHRI RAGHAV CHADHA: Therefore, I ask through you, Sir, to the hon. Minister 
whether the Government has taken cognizance of such attacks. Is there a list of the 
people who were attacked by such spyware attacks and, thirdly, what action has 
been taken? This is the second time I am raising this question in this House, Sir. 
 
SHRI JITIN PRASADA: Sir, as far as what the Member has raised with regard to the 
issue of State-sponsored, I can categorically state that there is no such thing as 
State-sponsored hacking or tracking. What I am going to tell you is, as far as what 
the Member has mentioned...(Interruptions)...  
 
MR. CHAIRMAN: Please listen. ...(Interruptions)... Priyankaji, please. Please listen 
to the Minister...(Interruptions)... 
 
SHRI JITIN PRASADA: Sir, I have not yet completed... ...(Interruptions)... 
 
MR. CHAIRMAN: Randeep Surjewalaji, ...(Interruptions)... This is a very bad 
practice, Randeepji.  Do not rise.  ...(Interruptions)... Listen to him.  Yes, hon. 
Minister. 
 
SHRI JITIN PRASADA: Sir, I have not yet completed, they are jumping the gun. 
...(Interruptions)... As far as what this Member has said... 
 
MR. CHAIRMAN:  Hon. Minister, the point is, the Members would want a Half-an-
Hour Discussion. If a request will come, we will do it. Go ahead, but hear him 
patiently. 
 
SHRI JITIN PRASADA: Sir, there is no requirement for that. I am clarifying the issue. 
With due respect, those issues which were raised regarding Apple, our Computer 
Emergency Response Team, CERT India, this organisation is in touch with the Apple 
and we are in the process of getting information from Apple as where and how they 
have come to this conclusion. If they can share with us the data or the situation where 
they have got that information from, our agencies will act on that. Thank you. 
 
MR. CHAIRMAN: Fourth supplementary; Shri Kunwar Ratanjeet Pratap Narayan 
Singh. 
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Ǜी कँुवर रतनजीत Ģताप नारायण िंसह: सभापित महोदय, धन्यवाद। माननीय मंतर्ी जी ने हमȂ 
बहुत िवÎतृत जानकारी दी है िक साइबर कर्ाइम के िलए सरकार ने क्या कदम उठाए हȅ। मȅ आपके 
माध्यम से माननीय मंतर्ी जी से जानना चाहंूगा िक तमाम लोग आज भी आम आदमी और पढ़े-
िलखे लोग भी बȅक डेटा से पैसे िनकालते हȅ। हाल ही मȂ एक 80 साल की मिहला के पूरे जीवन की 
जमा पूजंी, करीब 3 करोड़ रुपये का एक तरह का िडिजटल अरेÎट हुआ है।  
 
MR. CHAIRMAN: Ask your supplementary question. 
 
Ǜी कँुवर रतनजीत Ģताप नारायण िंसह: इसी तरह तमाम लोग, गरीब आदमी, गावँ के लोग, 
जहा ंसे मȅ आता हंू वहा ंसे लेकर पूरे देश मȂ इस तरह से बȅक के खातȗ पर अटैक होता है।  
 
MR. CHAIRMAN: Please ask your supplementary question.  
 
Ǜी कँुवर रतनजीत Ģताप नारायण िंसह: इसके िलए सरकार, इनका मंतर्ालय और गृह मंतर्ालय 
कौन से ठोस कदम उठा रहे हȅ?  
 
Ǜी िजितन Ģसाद: माननीय सभापित महोदय, मȅ आपके माध्यम से माननीय सदÎय को अवगत 
कराना चाहता हंू, क्यȗिक उन्हȗने बहुत ही महत्वपूणर् िवषय पर बहुत ही महत्वपूणर् ĢÌन पूछा है, 
क्यȗिक हमने देखा है िक हमारे बहुत से नागिरक जो इतनी जानकारी नहीं रखते हȅ, व ेबहुत से 
साइबर ģॉड और साइबर कर्ाइम के झासें मȂ आ जाते हȅ और िजस वजह से बहुत लोगȗ को 
नुकसान हुआ है, उन्हȂ आिर्थक क्षित हुई है। मȅ माननीय सदÎय को और इस सदन को आÌवÎत 
करना चाहता हंू िक सरकार के सजं्ञान मȂ यह िवषय है। जैसा िक मȅने कहा है िक यह बड़ी 
evolving situation है। हमारा मंतर्ालय, इलेक्टर्ॉिनक्स और आईटी की िविभन्न सÎंथाएं और गृह 
मंतर्ालय का Indian Cyber Crime Coordination Centre (I4C) जो नेशनल साइबर कर्ाइम 
िरपोिटȊग पोटर्ल है, उसके आधीन ये िशकायतȂ दजर् कराई जाती हȅ। इसके अलावा एक  हैÊपलाइन  
नÇबर  1930  भी  जारी िकया गया है। िजतने तरीके के केर्िडट काडर्, डेिबट काडर्, िडिजटल 
पेमȂट्स, यपूीआई Ãलेटफॉमर् आिद तमाम जगह, जहा ंसाइबर कर्ाइम हो रहे हȅ, उन्हȂ रोकने के िलए 
इसके अधीन कायर् िकया जा रहा है। हमारी जो CERT-in है, वह पूरी तरीके से इिक्वÃड है और 
Ģयास करते हȅ िक अिधकतर ऐसे कर्ाइÇस को रोक िदया जाए। मȅ माननीय सदÎय को आÌवÎत 
करता हंू िक आगे भी ऐसे कर्ाइÇस पूणर् रूप से रोके जाएंगे। 
 
MR. CHAIRMAN: Fifth supplementary question; Shri Jose K. Mani. 
 
SHRI JOSE K. MANI: Sir, in my recent question, the Ministry of Home Affairs stated 
that the Narcotics Control Bureau has registered 92 cases related to the use of dark 
net in drug trafficking.  What specific action is the Government taking to monitor and 
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to combat illegal activities on the dark net, such as the sale of illicit drugs, weapons 
and counterfeit currencies so far to ensure the dark net does not undermine national 
security efforts? How is the Government ensuring that cyber security agencies are 
equipped with the necessary tools and training to effectively investigate and dismantle 
dark net operations? 
 
SHRI JITIN PRASADA: Sir, as I said earlier, there is complete coordination between 
three Departments, the Home Affairs, the NSA and the Electronics and IT 
Department. This question of the hon. Member pertains to the Home Ministry and I 
can assure him that I can get the full details with regard to the issue that he has raised 
from the Home Ministry and get back to him.   
 
MR. CHAIRMAN:  Now, Question No. 48.  
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