GOVERNMENT OF INDIA
MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY
RAJYA SABHA
STARRED QUESTION NO. *47
TO BE ANSWERED ON: 26.7.2024

NEED FOR A NEW NATIONAL CYBERSECURITY POLICY

*47. SHRI S NIRANJAN REDDY:

Will the Minister of ELECTRONICS AND INFORMATION TECHNOLOGY be
pleased to state:

(@)

(b)

(©)
(d)

whether Government has recognized the need for a new National
Cybersecurity Policy/Strategy due to emerging technologies and evolving
threats;

the steps being taken to formulate and implement a new National
Cybersecurity Policy/Strategy addressing current and future cybersecurity
challenges, including Artificial Intelligence (Al) and other critical
technologies;

whether Government has considered revising such policies periodically to
keep pace with the fast-evolving nature of technology; and

the timeline for introducing and implementing a new National
Cybersecurity Policy/Strategy, and the key areas it will focus on to ensure a
secure digital environment in the country?

ANSWER

THE MINISTER OF STATE IN THE MINISTRY OF ELECTRONICS AND
INFORMATION TECHNOLOGY (SHRI JITIN PRASADA)

(@) to (d): A statement is laid on the Table of the House.
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STATEMENT REFERRED TO IN THE REPLY TO RAJYA SABHA
STARRED QUESTION NO. *47 FOR 26.7.2024, REGARDING NEED
FOR A NEW NATIONAL CYBERSECURITY POLICY

(@) to (d): Yes, the Government is committed to ensure that the Internet in India is
Open, Safe, Trusted and Accountable for its users, specially in view of the role of
emerging technologies and evolving threats. Government has taken several legal,
technical, and administrative policy measures for addressing cyber security
challenges in the country. The Government has also institutionalised a nationwide
integrated and coordinated system to deal with cyber-attacks in the country which,
inter alia, includes:

i. National Cyber Security Coordinator (NCSC) under the National Security
Council Secretariat (NSCS) to ensure coordination amongst different agencies.

ii.  Under the provisions of section 70B of the Information Technology Act, 2000,
the Indian Computer Emergency Response Team (CERT-In) is designated as
the national agency for responding to cyber security incidents.

iii. National Cyber Coordination Centre (NCCC) implemented by the CERT-In
serves as the control room to scan the cyberspace in the country and detect
cyber security threats. NCCC facilitates coordination among different agencies
by sharing with them the metadata from cyberspace for taking actions to
mitigate cyber security threats.

iv. Cyber Swachhta Kendra (CSK) is a citizen-centric service provided by CERT-
In, which extends the vision of Swachh Bharat to the Cyber Space. Cyber
Swachhta Kendra is the Botnet Cleaning and Malware Analysis Centre and
helps to detect malicious programs and provides free tools to remove the same,
and also provides cyber security tips and best practices for citizens and
organisations.

V. Ministry of Home Affairs (MHA) has created Indian Cybercrime Coordination
Centre (14C) to deal with cybercrimes in a coordinated and effective manner.

vi.  Under the provisions of section 70A of the Information Technology (IT) Act,
2000, the Government has established National Critical Information
Infrastructure Protection Centre (NCIIPC) for protection of critical information
infrastructure in the country.

MeitY addresses key concerns in cybersecurity including those related to emerging
and critical technologies, particularly in the field of Al, through a continuous process
of research, analysis, formulation and issue of necessary instructions and guidelines
based on emerging needs and challenges. The primary focus is on the three pillars of
Securing national cyberspace, Strengthening existing structures comprising of
people, processes and capabilities and Synergise resources for their optimal
utilization to protect the Digital Environment in the country and to ensure secure and
resilient cyberspace for all citizens.
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MR. CHAIRMAN: First Supplementary; Shri S Niranjan Reddy.

SHRI' S NIRANJAN REDDY: Sir, my question to the Minister is that due to the ever
increasing threat of cyber security-related issues, does the Ministry propose to have
the National Cyber Security Co-ordinator (NCSC), NCCC and 14C closely co-
ordinate with industry leading private sector stakeholders and strengthening the cyber
security environment?

SHRI JITIN PRASADA: Sir, the Member has asked a very pertinent question and
cyber security is a great concern and, especially, a top priority for this Government. |
can assure, through you, to all the Members and, especially, the one who is asking
that there is a complete co-ordination. As far as cyber security is concerned, the
Government of India, with three Departments, the Ministry of Home Affairs, the NSA
and the Ministry of IT & Electronics and this co-ordination have a series of measures,
apart from the policy that is in place, that in the past ten years, the Government has
come up with various initiatives to ensure that we are well-equipped as far as our
cyber security is concerned. We have taken enough steps to protect the data for
citizens and we are also, since it is a global challenge, completely aware of that and
are in complete co-ordination with all our friendly countries. But, this cyber security is
an issue which concern all of us and the nature of it is such that it is anonymous and it
also transcends boundaries. We have taken steps with regard to having the main
body that deals with cyber security, the CERT and under which we have this National
Cyber Coordination Centre which has a budget outlay of Rs. 770 crores, which
primarily tracks traffic and sees that wherever there is a threat perception, we go in for
preventive measures and also, if there is an attack, post-that, how to course correct,
all those measures are in place. Hence, all institutions that the Member has
mentioned, they are working in complete co-ordination and | assure you that we are
well-equipped to handle the situation.

MR. CHAIRMAN: Second Supplementary; Shri S Niranjan Reddy.

SHRI S NIRANJAN REDDY: Sir, my question to the Minister is that in relation to the
victims of cyber security-related frauds or other issues, does the Government have
any mitigation plan where it will compensate the victims by some kind of an umbrella
trust arrangement that can be worked out because most of the times, the victims
are poor people. So, | just wanted to ask the Minister that if there is a plan that is
being thought of. Thank you, Sir.
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SHRI JITIN PRASADA: Sir, the policy, like | said, is in place. But, the strategy is
evolving. It is because this is such a sector that new issues keep coming up. As far
as the protection of our citizens is concerned, it is a top priority and most of the
times, in complete co-ordination with the Home Ministry and other institutions, we
have been successful in ensuring that, especially, with regard to financial fraud that
has been stopped and | can inform the House that a saving of around Rs. 2,400
crores because of cyber criminals have been there...(Interruptions)... and 7.6 lakh
citizens.... ... (Interruptions)...

MR. CHAIRMAN: No interruptions. ...(Interruptions)... Noj; this is bad practice.
Please. ...(Interruptions)... No. ...(Interruptions)...

SHRI JITIN PRASADA: Mr. Chairman, Sir,... ... (Interruptions)...

MR. CHAIRMAN: Let the Minister reply. ...(Interruptions)... Please.
...(Interruptions )... Take your seat please. ...(Interruptions)...

SHRI JITIN PRASADA: | would request, through you, that this is a very important
question and issue and it concerns not only everybody in the House but also
citizens across and it is an evolving process. | request everybody to understand the
issue. This Government is committed to protect our citizens and we are working on
various platforms as to how to stop the crime and ensure post-benefits to them.

MR. CHAIRMAN: Third Supplementary; Shri Raghav Chadha.

SHRI RAGHAV CHADHA: Sir, | along with several Members of this House,
particularly, who sit on the Opposition Benches were victims of something called as
the State-sponsored spyware attack whereby our mobile phones notified us that a
State-sponsored cyber attack took place which was attempting to infiltrate our mobile
phone devices. ...(Interruptions)...

MR. CHAIRMAN: Your supplementary, Mr. Raghav.

SHRI RAGHAV CHADHA: Now, Members of not just this House, several people
including journalists and eminent persons in public life are also victims.
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MR. CHAIRMAN: Your supplementary, Mr. Raghav.

SHRI RAGHAV CHADHA: Therefore, | ask through you, Sir, to the hon. Minister
whether the Government has taken cognizance of such attacks. Is there a list of the
people who were attacked by such spyware attacks and, thirdly, what action has
been taken? This is the second time | am raising this question in this House, Sir.

SHRI JITIN PRASADA: Sir, as far as what the Member has raised with regard to the
issue of State-sponsored, | can categorically state that there is no such thing as
State-sponsored hacking or tracking. What | am going to tell you is, as far as what
the Member has mentioned... (Interruptions)...

MR. CHAIRMAN: Please listen. ...(/m‘errupz‘/ons)... Priyankayji, please. Please listen
to the Minister... (Interruptions )...

SHRI JITIN PRASADA: Sir, | have not yet completed... ... (Interruptions)...

MR. CHAIRMAN: Randeep Surjewalaji, ...(Interruptions)... This is a very bad
practice, Randeepji. Do not rise. ...(Interruptions)... Listen to him. Yes, hon.
Minister.

SHRI JITIN PRASADA: Sir, | have not yet completed, they are jumping the gun.
...(Interruptions )... As far as what this Member has said...

MR. CHAIRMAN: Hon. Minister, the point is, the Members would want a Half-an-
Hour Discussion. If a request will come, we will do it. Go ahead, but hear him
patiently.

SHRI JITIN PRASADA: Sir, there is no requirement for that. | am clarifying the issue.
With due respect, those issues which were raised regarding Apple, our Computer
Emergency Response Team, CERT India, this organisation is in touch with the Apple
and we are in the process of getting information from Apple as where and how they
have come to this conclusion. If they can share with us the data or the situation where
they have got that information from, our agencies will act on that. Thank you.

MR. CHAIRMAN: Fourth supplementary; Shri Kunwar Ratanjeet Pratap Narayan
Singh.
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MR. CHAIRMAN: Fifth supplementary question; Shri Jose K. Mani.

SHRI JOSE K. MANI: Sir, in my recent question, the Ministry of Home Affairs stated
that the Narcotics Control Bureau has registered 92 cases related to the use of dark
net in drug trafficking. What specific action is the Government taking to monitor and
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to combat illegal activities on the dark net, such as the sale of illicit drugs, weapons
and counterfeit currencies so far to ensure the dark net does not undermine national
security efforts? How is the Government ensuring that cyber security agencies are
equipped with the necessary tools and training to effectively investigate and dismantle
dark net operations?

SHRI JITIN PRASADA: Sir, as | said earlier, there is complete coordination between
three Departments, the Home Affairs, the NSA and the Electronics and IT
Department. This question of the hon. Member pertains to the Home Ministry and |
can assure him that | can get the full details with regard to the issue that he has raised
from the Home Ministry and get back to him.

MR. CHAIRMAN: Now, Question No. 48.
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